Exit Lab
InstructionsResources
Module 20: Cryptography
Scenario

With the increasing adoption of the Internet for business and personal communication,
securing sensitive information such as credit-card and personal identification numbers
(PINs), bank account numbers, and private messages is becoming increasingly important,
and yet, more difficult to achieve. Today's information-based organizations extensively use
the Internet for e-commerce, market research, customer support, and a variety of other
activities. Thus, data security is critical to online businesses and privacy of communication.

Cryptography and cryptographic ("crypto") systems help in securing data from interception
and compromise during online transmissions. Cryptography enables one to secure
transactions, communications, and other processes performed in the electronic world, and
is additionally used to protect confidential data such as email messages, chat sessions,
web transactions, personal data, corporate data, e-commerce applications, etc.

As an ethical hacker or penetration tester, you should suggest to your client proper
encryption techniques to protect data, both in storage and during transmission. The labs in
this module demonstrate the use of encryption to protect information systems in
organizations.

Obijective

The objective of the lab is to use encryption to conceal data and perform other tasks that
include, but is not limited to:

o Generate hashes and checksum files

e Calculate the encrypted value of the selected file
e Use encrypting/decrypting techniques

e Perform file and data encryption

o Create self-signed certificates

e Perform email encryption

e Perform disk encryption



e Perform cryptanalysis
Overview of Cryptography

"Cryptography" comes from the Greek words kryptos, meaning "concealed, hidden, veiled,
secret, or mysterious," and graphia, "writing"; thus, cryptography is "the art of secret
writing."

Cryptography is the practice of concealing information by converting plain text (readable
format) into cipher text (unreadable format) using a key or encryption scheme: it is the
process of the conversion of data into a scrambled code that is sent across a private or
public network.

There are two types of cryptography, determined by the number of keys employed for
encryption and decryption:

¢ Symmetric Encryption: Symmetric encryption (secret-key, shared-key, and private-
key) uses the same key for encryption as it does for decryption

e Asymmetric Encryption: Asymmetric encryption (public-key) uses different
encryption keys for encryption and decryption; these keys are known as public and
private keys

Lab Tasks

Ethical hackers or pen testers use numerous tools and techniques to perform cryptography
to protect confidential data. Recommended labs that will assist you in learning various
cryptography techniques include:

1. Encrypt the information using various cryptography tools
o Calculate one-way hashes using HashCalc
o Calculate MD5 hashes using MD5 Calculator
o Calculate MD5 hashes using HashMyFiles
o Perform file and text message encryption using CryptoForge
o Encrypt and decrypt data using BCTextEncoder
2. Create a self-signed certificate
o Create and use self-signed certificates

3. Perform email encryption



o Perform email encryption using RMail
4. Perform disk encryption
o Perform disk encryption using VeraCrypt
o Perform disk encryption using BitLocker Drive Encryption
o Perform disk encryption using Rohos Disk Encryption
5. Perform cryptanalysis using various cryptanalysis tools
o Perform cryptanalysis using CrypTool
o Perform cryptanalysis using AlphaPeeler
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InstructionsResources
Lab 1: Encrypt the Information using Various Cryptography Tools
Lab Scenario

As a professional ethical hacker and penetration tester, you should use various
cryptography techniques or tools to protect confidential data against unauthorized access.
Cryptography protects confidential data such as email messages, chat sessions, web
transactions, personal data, corporate data, e-commerce applications, and many other
kinds of communication. Encrypted messages can at times be decrypted by cryptanalysis
(code breaking), although modern encryption techniques are virtually unbreakable.

The labs in this exercise demonstrate how you can use various cryptography tools to encrypt
important information in the system.

Lab Objectives
e Calculate one-way hashes using HashCalc
e Calculate MD5 hashes using MD5 Calculator
e Calculate MD5 hashes using HashMyFiles
e Perform file and text message encryption using CryptoForge
e Encryptand decrypt data using BCTextEncoder
Overview of Cryptography Tools

System administrators use cryptography tools to encrypt system data within their network
to prevent attackers from modifying the data or misusingitin other ways. Cryptography tools
can also be used to calculate or decrypt hash functions available in MD4, MD5, SHA-1, SHA-
256, etc.

Cryptography tools are used to convert the information present in plain text (readable
format) into cipher text (unreadable format) using a key or encryption scheme. The
converted data are in the form of a scrambled code that is encrypted and sent across a
private or public network.

Task 1: Calculate One-way Hashes using HashCalc

Hash functions calculate a unique fixed-size bit string representation, called a message
digest, of any arbitrary block of information. Message digest (One-way Hash) functions distill
the information contained in afile (small or large) into a single fixed-length number, typically
between 128 and 256 bits. If any given bit of the function's input is changed, every output bit



has a 50% chance of changing. Given an input file and its corresponding message digest, it
should be nearly impossible to find another file with the same message digest value, asitis
computationally infeasible to have two files with the same message digest value.

HashCalc enables you to compute multiple hashes, checksums, and HMACs for files, text,
and hex strings. It supports the Secure Hash Algorithm family: MD2, MD4, MD5, SHA1, SHA2
(SHA256, SHA384, SHA512), RIPEMD160, PANAMA, TIGER, CRC32, ADLER32, and the hash
used in the peer-to-peer file sharing applications, eDonkey and eMule.



Here, we will use the HashCalc tool to calculate one-way hashes.

1. Click Windows 11 to switch to the Windows 11 machine. click Ctrl+Alt+Delete to
activate it. By default, Adminuser profile is selected, type Pa$$wOrdin the
Password field and press Enter to login.

Alternatively, you can also click Pa$$wO0rd under Windows 11 machine thumbnail in
the Resources pane or Click Type Text | Type Password button under Commands
(thunder icon) menu.

If Welcome to Windows wizard appears, clickContinueand inSign in with
Microsoft wizard, click Cancel.

Networks screen appears, click Yes to allow your PC to be discoverable by other PCs and
devices on the network.




2. Click Searchicon ( ‘D ) on the Desktop. Type HashCalcin the search field,
the HashCalc appears in the results, click Open to launch it.

If the User Account Control pop-up appears, click Yes.
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3. The HashCalc main window appears, as shown in the screenshot.
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4. Minimize the HashCalc window. Navigate  to Desktop, right-click  on

the Desktop window, and navigate to New --> Text Document to create a new text
file.

You can create a text file at any location of your choice.

5. A newly created text file appears; rename it to Test.txt and open it. Write some text
in it (here, Hello World !!) and press Ctrl+S to save the file. Close the text file.
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6.

Now, switch back to the HashCalc window; ensure that the File optionis selected in

the Data Format field and click ellipsis icon under the Data filed.
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7. The Find window appears, navigate to the location where you saved the Test.txt file

(here, Desktop) and click Open.
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8.

The path of the selected file (Test.txt) appears under the Data field. Ensure that
the MD5, SHA1, RIPEMD160, and CRC32 hash functions are selected. Click

the Calculate button.
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9. The calculated hash values of the Test.txt file appears, as shown in the screenshot.
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10. Minimize the HashCalc window, navigate toDesktop, and double-click
the Test.txt file to open it. Modify the file content by writing some text (here, Modified
File ...!!!) and press Ctrl+S to save it. Close the text file.
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11. Click Search icon ( Q ) on the Desktop. Type HashCalcin the search field,
the HashCalc appears in the results, click Open to launchit.

12. Anew HashCalc window appears, perform Steps #6-9

13.Now, maximize the first HashCalcwindow and place it beside the
second HashCalc window. You can observe changes in the hash values of the text
file (Test.txt) before and after the modification, as shown in the screenshot.
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In real-time, the HashCalc tool is used to check the integrity of a file where the changes in
the hash values indicate that the file content has been modified.

14.This concludes the demonstration of calculating one-way hashes using HashCalc.
15. Close all open windows and document all the acquired information.
Question 20.1.1.1

Use HashCalc to find the CRC32 hash value of the file E:\CEH-Tools\CEHv12 Module 20
Cryptography\MD5 and MD6 Hash Calculators\HashCalc\setup.exe on the Windows 11
machine.



Task 2: Calculate MD5 Hashes using MD5 Calculator

MD2, MD4, MD5, and MD6 are message digest algorithms used in digital signature
applications to compress documents securely before the system signs it with a private key.
The algorithms can be of variable length, but the resulting message digest is always 128 bits.

The MD5 algorithm is a widely used cryptographic hash function that takes a message of
arbitrary length as input and outputs a 128-bit (16-byte) fingerprint or message digest of the
input. The MD5 algorithm is used in a wide variety of cryptographic applications and is useful
for digital signature applications, file integrity checking, and storing passwords.

MD5 Calculator is a simple application that calculates the MD5 hash of a given file, and it
can be used with large files (e.g., multiple gigabytes). It features a progress counter and a
text field from which the final MD5 hash can be easily copied to the clipboard. MD5
calculator can be used to check the integrity of a file.

Here, we will use the MD5 Calculator tool to calculate MD5 hashes.



1. Click Search icon( ‘0 )onthe Desktop. Type MD5 Cal in the searchfield, the MD5
Calculator appears in the results, click Open to launch it.
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2. The MD5 Calculator main window appears, as shown in the screenshot.
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3. Click on Add Files in MD5 Calculator window.

4. Inthe Open window, navigate to the Desktop and select Test.txt file and click Open.
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5. You can observe the uploaded file path under File section, click on Calculate to get
the hash value in Current MD5 value field at the bottom of the window.
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6. Now, click on Copy beside the MD5 value, to copy the hash value from Current MD5

Value field and click on Remove Files to clear the MD5 value.

7. Now, double-click the Test.txt file from Desktop to open it and change the content
...!"). Save and close

of the file by modifying text within (here, Hello World

the Test.txt file.
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File

Ci\Users\Admin\ Desktop| Test bt

8. In MDS5 Calculator perform Steps #2-5.

9. Now, paste the previous hash value in the Verify MD5 Value field and click

on Compare to compare the MD5 values.

File Help

Current MDE Valua

C14535418C4491B3D3IDCT4TI0ABITIIE

B
k_‘ Remove Files

File Siz=
17 bytes

MDS Value
C14535416CA492E3D3DCT47ISABITIIE

Error

° Incorrect, two MD35 values are not equal.

- MD5 Calculator

-l

Verify MDS Value
1F5300EBATCEA4EIBES3EBF5CEDAS

PuEO=wCEOE

Paste Compars |

www.mdScalculator. com
4:29 AM

L“—:'? o 441172022 e

I E



10. We can see that the MD5 hash values of the file before modification is not equal to
the MD5 hash value of the file after modification.

If a personwants to send afile to another personvia a medium, they will calculate its hashes
and send the file (along with the hash value) to the intended person. When the intended
person receives the email, they will download the file and calculate its value using the MD5
Calculator.

The recipient compares the generated hash value with the hash value that was sent through
email: if both tally, itis evident that they received the file without any modifications by a third
person and that the integrity of the file is intact.

11. This concludes the demonstration of calculating MD5 hashes using MD5 Calculator.
12. Close all open windows and document all the acquired information.
Question 20.1.2.1

Use MD5 Calculator to find the MD5 hash value of the file E:\CEH-Tools\CEHv12 Module 20
Cryptography\MD5 and MD6 Hash Calculators\MD5 Calculator\md5calc(1.0.0.0).msi on
the Windows 11 machine.



Task 3: Calculate MD5 Hashes using HashMyFiles

HashMyFiles is a small utility that allows you to calculate the MD5 and SHA1 hashes of one
or more files in your system: you can easily copy the MD5/SHA1 hashes list into the
clipboard, or save them into text/htmUl/xml file. HashMyFiles can also be launched from the

context menu of Windows Explorer, and can display the MD5/SHA1 hashes of the selected
file or folder.

Here, we will use the HashMyFiles tool to calculate MD5 hashes.



1. InWindows 11 machine

navigate

to E:\CEH-Tools\CEHv12

Module

20

Cryptography\MD5 and MD6 Hash Calculators\HashMyFiles and double

click HashMyFiles.exe.
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If the Open File - Security Warning pop-up appears, click Run.

2. The HashMyFiles main window appears, as shown in the screenshot.
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3. Inthe HashMyFiles window, click File from the menu bar. From the drop-down list,
click the Add Folder option.

You can also use the Add Files option to add multiple files.
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4. The Select Folder pop-up appears; click on the ellipsis icon to select the folder you

want to encrypt.
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5. The Browse for Folder window appears; navigate to E:\CEH-Tools\CEHv12 Module
20 Cryptography\MD5 and MD6 Hash Calculators\HashMyFiles and select
the Sample Files folder; then, click OK.

You can select any folder of your choice that you wish to encrypt.
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6. The location of the selected folder appears in the field; click OK.

HashMyFiles

File Edit View Options

laoaQ@ HReE A

Filename MD3 SHAT CRC32 SHA-256

B Select Folder X

E:YCEH-Tools\CEHv 12 Module 20 Cryptography\MDS and MD& Hash Calculators\HashMyFiles\Sz

0 file(s)

EocEO=C@

NirSoft Freeware. htt

1246 AM

& % 5/18/2022 L




7. A list of files contained in the folder appears, along with their various hash values
such as MD5, SHA1, CRC32, etc.
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8. In the HashMyFiles window, click Options from the menu bar and choose Hash
Types from the options. You can observe a list of hash functions such as MD5, SHA1,
CRC32, SHA-256, SHA-512, and SHA-384.
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In real-time, you may share confidential information in the folder in an encrypted form to

maintain its integrity.

9. From the list of hash functions, unselect SHA-256, SHA-512 and SHA-384 hash

types one by one.
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4b92234a
cchefeTh
Sbd%asab

SHA-256 §
fad60a3ed8bc946131b6adbIbad67109580da.. 1
1b3570416f3309673832f49556f580cded3del... O
a72b4060185c25b5bfab00b86aaaed50f470cd... B

43bf6989401be3c0070cd50554d 743 ef624F0F...

m

4filefs)

m O EHO-CB8

NirSoft Freeware. htt

1.06 AM
o L‘—j b 5/19/2022 e



Here, we will calculate MD5, SHA1 and CRC32 Hash Types.

10. After selecting the hash functions to be displayed, click Refresh icon % from the
menu bar to view the selected hash functions.

D HashMyFiles
File Edit View Options

| & 0w @ |

Help

Filename
|=] Confidentialtxt
Driving License.jpg

Insurance Details.docx
edical Records.docx

fdc22a556cf98118051fcc5228789203
7a245%63d18458454f8200%a1a147c88
a7c35058f0db7aa1ad2948b6559327b0
a70797abed22d04fdd0216d58adcfebb

SHAT

3aff313357%0c6d02b9802bb5d713affc1d7d7...
BBeb7aelB876e56d130f125aff35321f2d852b2eb5
7d955c97701 2aeb9e35bd4843485c6f4d3ab ...
885071564c5014b45856b023d624d3f0b2d41...

CRC32
Seaed3ds
4b%2234a
cc5ef67b
Sbd%aSab

SHA-256
f3d60a3el8bc946131b6adb9bad67109580da...
1b3570416f3309673832f49556f58%cded34el...
a72b4060185c25b5bfab%%bh86aaaed50f47%cd...
45bf6989401be3c0070cd30554d 743 efB24F0F ..

T = i)

Start
4 File(s) NirSoft Freeware. hit
. - " 1:07 AM
L p [ m 'D - e ﬁ ~ & 5/18/2022 e
HashMyFiles — [a] b4
File Edit View Options Help
| & Do ) A
Filename MD3 SHAT CRC32 SHA-256 e
Confidential.txt fdc22a556cf98118051fcc5228789803 3aff31335790c6d02b9802bb5d713affc1d7d7... 9eael3d5
|&] Driving License.jpg Ta245963d18452404f2200%21a147c28 B66eb7ac2876e56d130f125aff3a21f2d852b2ebl  4b02234a
fI5 Insurance Details.docx  a7c33058f0db7aa1ad294806559327b0 7d955c9770122eb0e35bd4043485c6fdd3abl...  cc3efeTb
edical Records.docx a70797abcd22d04fdd0216d58a4cfebb 885071564c9014b45856b023d624d3f0b2d41... Sbd%a5ab

4 file(s), 1 Selected

= @

NirSoft Freeware. hit

1:08 AR
5/19/2022 9

~ L b




11.This concludes the demonstration of calculating MD5 hashes using HashMyFiles.

12.You can also use other MD5 and MD6 hash calculators such as MD6 Hash
Generator (https://www.browserling.com), All Hash
Generator (https://www.browserling.com), MD6 Hash Generator (https://convert-
tool.com), and md5 hash calculator (https://onlinehashtools.com) to calculate
MD5 and MD6 hashes.

13. Close all open windows and document all the acquired information.
Question 20.1.3.1

Use HashMyfFiles to find the MD5 hash value of the file E:\CEH-Tools\CEHv12 Module 20
Cryptography\MD5 and MD6 Hash Calculators\HashMyFiles\Sample Files\Medical
Records.docx on the Windows 11 machine.



Task 4: Perform File and Text Message Encryption using CryptoForge

CryptoForge is a file encryption software for personal and professional data security. It
allows you to protect the privacy of sensitive files, folders, or email messages by encrypting
them with strong encryption algorithms. Once the information has been encrypted, it can be
stored on insecure media or transmitted on an insecure network-such as the Internet-and
remain private. Later, the information can be decrypted into its original form.

Here, we will use the CryptoForge tool to encrypt a file and text message.

1. Click on Windows 11 to switch to the Windows 11 machine. Navigate to E:\CEH-
Tools\CEHv12 Module 20 Cryptography\Cryptography Tools\CryptoForge. Right-
click the Confidential.txt file and click Show more options and select Encrypt from
the context menu

In this task, we are encrypting the Confidential.txt file, although you can encrypt any file of
your choice.

CryptaForge — & e
@ New he lL_l E]_ = T Tl Sort = view
{h « Cryptography Tools » CryptoForge { ‘earch CryptoFarge
Mame Brate modified Type Size
Quick access
|=] Confidential 12/10/20134:34 AM Text Docurnent 1 KB
s OneD . . -
e & CryptoForge . L =l = 0} Application DO% KE
~ [ ThisPC
B open Enter
@l Desktop

8o Open with
— Documents

F1 Compress to ZIP file
+ Downloads o
] Copy as path
W Music _ .
[ Properties Alt=Enter
P4 Pictures
R show more mptions Shift+Fi0
i3 Videos iz E\E
B Local Disk (C)
M Violurne {E3)
M Metwork
2items 1 item selected 115bytes  State [ Shared =]

Socoumem s "B O e



© Cryptoforge
© niew db

>

>

v Quick access

@ OneDrive

~ [ This PC

>

Gl Desktop

| Docurnents
4 Downloads
@ Music

P4 Pictures

B videos

B Local Disk (C2)

w— Mew Volume (E:)

> Ml Metwork

2 items

1 item selected 115 bytes

O 7 =D

Mame
Confidential

& CryptoForge

B W osen = view

~

State: [# Shared

& Cryptagraphy Tools » CryptoForge

Date modified

12/10/20184:38 A
Open
Edit
Print
(& Edit with Notepades+

T T —

7% Shred

@ Scan with Microsoft Defender...
Open with...
Give access to
Copy as path

& Share

Restore previous versions
Send to

Cut

Copy

Create shortcut

Delete
Rename

Properties

OPm D@

Type

Text Document
—

Ppplication

)

Search CryptoForge

Sime

1 KB

8,005 KB

Eo

10:54 PM
~ E [;T W TiTi2022 o



2. The Enter Passphrase - CryptoForge Files dialog-box appears; type a password in
the Passphrase field, retype itin the Confirm field, and click OK. The password used

in this lab is qwerty@1234.

® New % (] B = Tl sart = \iew

™ « Cryptagraphy Tools » CryptoForge

[arme Date modified Fepe

Quick access
(2] Confidential 12/10/20194:34 A

> wl OneDrive

@t CryptoForge 4/20/2082 7102 AM Applicatiar

v This PC
> @l Desktop ‘% Enter Passphrase - CryptoForge Files

= Docurnents

4 Downloads

Text Document

x

- Hum Lock = Caps Lock

Passphrage;  Woiimiee
» G’Music =
Quality;
» Pictures
B Confiemy  seomveiares
> B Videos - ey
o Cancel Help
> w= Local Disk (C2)
b e Meww Walurme (E2)
» il MNetwork
2 itemns 1 item selected 115 bytes State: [# Shared
=8 b b =
m P O €@ ¢

Search CryptaFarge
Size

1 KB
8,005 KB

[

[=o
10:56 PM
~B O e

TfT/2022



3. Now, the file will be encrypted in the same location, and the old file will be deleted
automatically, as shown in the screenshot.

No one can access this file unless the user provides the password for the encrypted file. You

will have to share the password with the user through message, email, or any other means.
Cryptoforge — o x
® new % LI E[:' = T: Tl Sort = View

T « Cryptography Tools » CryptoForge ' Search CryptoFarge

Mame Dizte modified Tepe Size
Quick access
+ Confidential bet 12/107/20194:34 AM CryptoForge Encr...

> s OneD
i & CiyptoForgs 4/20/2022 7:02 AM R fie st

~ [ This PC

> @l Desktop
— Documents
i'_ Downmloads
€9 Music

> P Pictures

» & Videos

s B Local Disk (C3)

b Mews Wolume (E2)

M Metwork

|

g

2 tems 1 item selected 133 bytes State: [# Shared |
= = 10:57 PM
AN 3500, @

]
0
r
o
1
@
a



4. Letus assume thatyou shared this file through a shared network drive.

5. Now, click onWindows Server 2019to switch to the Windows Server 2019,
click Ctrl+Ali+Delete to activate the machine. By default, Administrator profile is
selected, type Pa$$wOrd to enter password in the Password field and press Enter to

login.

6. Navigate to Z:\CEHv12 Module 20 Cryptography\Cryptography
Tools\CryptoForge. You will observe the encrypted file in this location.

7. Double-click the encrypted file to decrypt it and view its contents.

| = | CryptoForge
“ Home Share View o
&« v ¢« CEHv12 Module 20 Cryptography » Cryptography Tools » CryptoForge v U Search CryptoForge L
~
MName Date modified Type Size
o+ Quick access
= Confidential.bet.cfe 12410, ptoForge Encr... 1EB
B Desktop — - -
E @ CryptoForge.exe (4] 8,005 KB
& Downloads
|=| Documents
&= Pictures
O This PC

J 3D Objects

B Desktop

|| Documents

% Downloads

J\ Music

&= Pictures

B videos

%, Local Disk (C)

= CEH-Tools [WWIND

¥ Metwork

Zitems 1 item selected 166 bytes




8. The Enter Passphrase - CryptoForge Files dialog-box appears; enter the password
that you have provided in Step#2 to encrypt the file and click OK.

“ Home Share

View 0
« CEHv12 Module 20 Cryptography » Cryptography Tools » CryptoForge r
~

Name

w B Sea
Date modified
o+ Quick access

k-

Type Size
= Confidential.bet.cfe
Desktop

@ CryptoForge.exe
& Downloads

CryptoForge Encr..

|=| Documents
&= Pictures
O This PC

J 3D Objects
I Desktop

|| Documents

= Enter Passphrase - CryptoForge Files
% Downloads
J\ Misie = Num Lock = Caps Lock
&=/ Pictures
B videos

Passphrase:

*a—a—a—kxakxa—xi

%, Local Disk (C)

= CEH-Tools (WWIND

Cancel

Help
¥ Metwork

2 items

1item selected 166 bytes




9. Upon entering the password, the file will be

double-click the text file to view its contents.

3 Quick access
B Desktop

& Downloads
|=| Documents

& Pictures

O This PC
) 3D Objects
I Desktop
|| Documents
& Downloads
J’! Music
& Pictures

B videos

%, Local Disk (C)
= CEH-Tools [\\WINI

BF Metwork

Zitems 1 item selected

Share View

« CEHv12 Module 20 Cryptography » Cryptography Tools » CryptoForge

-

Name Date modified Type
@& CryptoForge.exe 4/28/202 I Application
|=| Confidential.tet 12 2019 4:34 AM  Text Document

successfully decrypted. You may now

v Search CryptoForge e
Size

8,005 KB

1 KB

j Confidential.bet - Notepad

‘| Bile Edit Format View Help

}‘!y Visa Credit Card number is 12%% #%%x sfas ==3q
My Bank Account number is 34%®®3xgpi]

My Card pin number is *%68




10. So far, you have seen how to encrypt a file and share it with the intended user. Now,
we shall share an encrypted message with a user.

11.In the Windows Server 2019 machine, click the Type here to search icon presentin
the bottom-left corner of Desktop, typecryptoin the search field and
click CryptoForge Text from the apps to launch the application.

Filters »
Best match

‘}i CryptoForge Decrypter

Decktop app
Apps
% CryptoForge Files
+ CryptoForge Text
& CryptoForge Updater
CrypTool

Settings

W Virus & threat protection

11:01 PM

A~ B T ds 1202 1




12. The CryptoForge Text window appears; type a message and click Encrypt from the

toolbar.
- CryptoForge Text (Trial Mode) - Document1 — x
File Edit View Message Inset Format Help
j) | 1) [ 0 ll.U
Passphrase Encr)_,rpt Decrypt | Insert File
i ai | IE = s | e
NEHS| @9 ¢ B 1 U |[Semell Hp v|EEE|E

My Account number is 1237 ++==7ag|




13. The Enter Passphrase - CryptoForge Text dialog-box appears; type a password in
the Passphrase field, retype itin the Confirm field, and click OK. The password used
in this lab is test@123.

File Edit View Message [nset Format Help

S aQ n 0
Passphrase Encrypt Decrypt Insert File

= | Gl I o G5
NS HEd| ! #lw e B U |[SepeUl “|pe =

YT Og

My Account number is 12

. Enter Passphrase - CryptoForge Text *

Hide Typing 0 Num Lock = Caps Lock

Passphrase: " |

Quality: =——|

Confirm: [ [—
L : |

Cancel Help




14. The message that you have typed will be encrypted, as shown in the screenshot.

CryptoForge Text (Trial Mode) - Decument]

— X
File Edit View Message Insert Format Help
S aQ n 0
Passphrase Encrypt Decrypt ‘ Insert File
NEES| & | { B 7 U i|EourierNew

|*“ Bownload CryptoForge -
<--- CRYPTOFORGE BEGIN BLO
foPTawV+TogZ HvrivpnkR1
WAdl¥MWuBil3UovDcHScHY1pW1E

{ CXY

¢ 5.5 UNREGISTERED --->

79 DU3GvZxxCRUM/ Ch1hEEN4ShRLIR®vZUDmEBieNzre0IsGts
381b8cqTgl YULL2zZ4E30EQCYFROKLICPmL FTMGKPAZ 3Zc4m

m AN

o
dePY70g0kC5mdUBMI1/ DE£4sTEuf LNWS BT oGy SXyU1YSLTUKAFOEeWwl 9GrhGo8 0 kMDewdxdc Iy
/VEaQg

<--- CRYPTOFORGE END BLOCK --->




15. Now, you need to save the file. Click File in the menu bar and click Save.

CryptoForge Text (Trial Mode) - Decument]
File Edit View Message Insert Format Help

1 MNew Ctrl+N n 0]
=5 Open.. Ctrl+0 Decrypt Insert File

Reopen B 7 U ilEourierNew

e Save  Ctrl+S

Save As..,

{ 5.5 UNREGISTERED --->
7JDU3GvEJexCRUM/ Ch1hEEN4ShRLJRxvZUDmEBicNzre9IsGts
&4 Print.. Ctil+P 381b8cglglYULLEZ4ESQEQCYFRCKL]CEPm] FIMGEPA2 3ZCc4mzW0
L L/DE£4sTXuf INWSPT oGy Xy U1 YSLTUKAF9EeWw] 96rho2 9kMDewd x4dclIy

Page Setup...
M =it cwka

(ND BLOCKE --——>

L Saves the active decument




16.The Save  Aswindow  appears; navigate

Cryptography\Cryptography Tools\CryptoForge,
Message.cfd, and click Save.

File Edit View Message [nset Format Help

- Save As x

« v s <« Cryptograp... » CryptoForge v O Search CryptoForge 2

Organize = Mew folder = - e

~ YT )} difi Type
I ThisPC Name Date modified Type

9 3D Objects
= Desktop

Documents
4 Downloads
J"\ Music

[&] Pictures

B videos

. Local Disk (C)

= CEH-Tools (\\WI
v <

File name: | Secret Message.cfd|

Save as type: | CryptoForge Document (*.cfd) w

~ Hide Folders Cancel

to Z:\CEHv12 Module 20
specify the file name as Secret

11:05 PM

| T da T/7[2022 L



17. Close the CryptoForge Text window.

18. Now, let us assume that you shared the file through the mapped network drive and
shared the password to decrypt the file in an email message or through some other
means.

19. Click on Windows 11 to switch to the Windows 11 machine and navigate to E:\CEH-
Tools\CEHv12 Module 20 Cryptography\Cryptography Tools\CryptoForge.

20.You will observe the encrypted file in this location; double-click the file Secret

Message.cfd.
CryptoForge = o b4
':'D New s LD ED = T,E' Tl sort = view
& v <« CEHv12 Module 20 Cryptography » Cryptography Tools » CryptoForge s c Z Search CryptoForge
~
MName Date modified Type Size
Quick access
'_‘. Confidential.bxt 12/10/2019 434 AM Text Document TKE
> @ OneDrive - Personal e e " . —
¢= CryptoForge.exe 4/29/2022 702 AM Application 3,005 KB
~ [l This PC |5 Secret Message.cfd 7/7/2022 11:05 PM CryptoForge Docu.., | KB
> Gl Desktop
= Documents
» 4 Downloads
> EP Music
> N Pictures
> ﬂ Videos
5 e Local Disk (C3)
» e Mew Yolume (E2)
M Metwork
Jiterns  1item selected 510 bytes  State: [ Shared | il O

mOoEO-CH A% g ©



21.The CryptoForge Text window appears, displaying the message in an encrypted
format. Click Decrypt from the toolbar to decrypt it.

& CryptoForge Text (Trial Mode) - Secret Message.cfd

— [m] X
File Edit View Message |nset Format Help
g : P H 0
Passphrase Encrypt Eyjpt_ Insert File
ErTE L ER S | s

|*“ Download CryptoForge - httpa://www.cryptoforge.com ¥W¥
<~—- CRYPTOFORGE BEGIN BLOCK 5.5 UNREGISTERED ——-3>
foPTawV+TogZ ++vrOvpnbR1Hzz7iDU3GVE jxxCRUM,/ Ch1hEEN4 ShRLIRxvZIUDmEBieNzre8IsGts
WdlMWuBil3UovDcHscHY1pW1Ky381b8cqlglYULLzz4E30EqTyFRoELJCPml FTMGEPA2 3Zc4mzW0
dePXT70gDkCom4UbMIL/ DEf4sURuf LNWSET oGy S XyULYSLTUK4 FOEeWWl 9Grn9o8 9 kMDewdx4cNIyY
/VEsQg

<-—— CRYPTOFORGE END BLOCK -——>

I Decrypts the active document

EocEO=e€B & NP L)

/72022



22.The Enter Passphrase - CryptoForge Text dialog-box appears; enter the password
you provided in Step#13to decrypt the message in the Passphrase field and

click OK.

File Edit Vi Message |Insert Format Help

{; 4 0N
Passphrase Encrypt Decrypt Insert File
NEHS| stmmA|l 96 B 7 1 |'EourierNew vl |
*%% Download CryptoForge — hitpa://www.cryptoforge.com **%
<--- CRYPTOFORGE BEGIN BLOCK 5.5 UNREGISTERED --->
foPTawV+TogZ++vrOvpnbRIHzz7jDU3GVE JxxCRUM/ Ch 1 hEEN4 ShRLIRxvZUDmEBicNzre 815Gt
WAdlMWuB113UovDcHScHY1pW1Ky381b8cqlglYULLEZ4E30EqCyFRCEL)CPml FTMGEFAZ 32c4mzWl
dePXT70gDkCSmdULMI1 /DEf4sTEuf INWSPT oGy S XyU1YILTUKA FOEeHwl 96rhSo8 9 kMDewd x4cNIy
/VEaQg
<-—— CRYPTCFORGE END BLOCK --——>

E

l& Enter Passphrase - CryptoForge Text x
8 Hide Typing o oo Loy W Do Loy
Passphrase: "’*”"‘"*|

oK Cancel Help

1:08 FM
& E'? B 7fTi2022 e
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23.The CryptoForge Text window appears, displaying the message in plain-text format,
as shown in the screenshot.

In real-time, you may share sensitive information through email by encrypting data using
CryptoForge.

+ CryptoForge Text (Trial Mode) - Secret Message.cfd — (] X
File Edit View Message [|nsert Format Help

1‘? 9 n @
Passphrase Encrypt Decrypt Insert File

NEEG £ n #A|lmwe B IO igegneﬂl- v|:§

lVI)r Account number is 123¥7=+785

mOoOwEOSTE@@ & ~ % g0 ©



24.This concludes the demonstration of performing file and text message encryption
using CryptoForge.

25. Close all open windows and document all the acquired information.

Question 20.1.4.1

Use CryptoForge to encrypt the file E:\CEH-Tools\CEHv12 Module 20
Cryptography\Cryptography Tools\CryptoForge\Confidential.txt on the Windows 11
machine. What is the extension of the encrypted file?




Task 5: Encrypt and Decrypt Data using BCTextEncoder

BCTextEncoder simplifies encoding and decoding text data. Plain text data are compressed,
encrypted, and converted to text format, which can then be easily copied to the clipboard or
saved as a text file. This utility software uses public key encryption methods and password-
based encryption, as well as strong and approved symmetric and public key algorithms for

data encryption.
Here, we will use the BCTextEncoder tool to encrypt and decrypt data.

1. InWindows 11 machine, navigate toE:\CEH-Tools\CEHv12 Module 20
Cryptography\Cryptography Tools\BCTextEncoder and double
click BCTextEncoder.exe.

BCTextEncoder = In] X
@ New P LD ED & ‘_.E' T sort = View
€ v <« CEHw12 Module 20 Cryptography » Cryptography Tools » BCTextEncoder e Search BCTextEncoder
Mame Date modified Type Size

Cuick access

5‘;—‘ BCTextEncoder.exe 22 702 AM Application 1.342 KB

> @ OneDrive - Personal

v [l This PC
> [l Deskiop
= Documents
» _Jf_ Downloads
> P Music
> N Pictures
> & Videos
> %= Local Disk (C3)

¢ = Mew Volume (E3)

> @l Network

1 item 1 item selected 1.30 MB State; [ Shared a
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2. The BCTextEncoder Utility window appears, as shown in the screenshot.

[ BCTextEncoder Utility v. 1.03.2.1 — (] X
File Edit Key Options Help

8@ 30TTd B 27

Read text from existing file _
Damucu-purrm—l Encode by:  password v Encode
Encoded text: Decode

Mo EOS@B [ A ©



3. To encrypt the text, insert text in the clipboard.
Or
Select the data that you want to encode and paste it to the clipboard by pressing Ctrl+V.

4. Ensure that the passwordoption is selected in the Encode byfield and
click Encode.

[ BCTextEncoder Utility v. 1.03.2.1 — (] x
File Edit Key Options Help

EEE POETd B & ?
Decoded plain text: 260 B Encode by:  password e

BCTextEncoder utiity software simplifies encoding and decoding text data. Plain text data are compressed, encrypted and converted|

Encoded text:

iHQI.l]Q’-Q:ﬂi "E'?:b‘w?:,;{?;;e



The Enter password pop-up appears; enter the password into the Password field
and retype it

in the Confirm field; then,
password test@123).

2| BCTextE

click OK. (Here, we use the
.IF-i!E Edit '\E Options Halr
EEE 0T & & ?
Decoded plain text: 260 B Encode by:  password

BCTextEncoder utility software simplifies encoding and decoding text data. Plain text data are compressed, encarypted and converted

Encode

Enter password *
t Session key algorithm AES-256
Password : CTYTIT T Cancel
Confirm : (LTI T

Encoded text:

HOoOPulEOSCHS

8:21 AM

a I'-‘—:? fb 4/11/2022 o



6. BCTextEncoder encodes the text and displays it in under the Encoded text section,

as shown in the screenshot.

[ BCTextEncoder Utility v. 1.03.2.1 — (] x
File Edit Key Options Help
BEE PE-Td RS ?
Decoded plain text: 260 B Encode by:  password A _I—;n_o_odg
a

BECTextEncoder utility software simplifies encoding and decoding text data. Plain text data are compressed, encrypted and converted

Encoded text: 8226

-—-BEGIN ENCODED MESSAGE—-—
Version: BCTextEncoder Utility v, 1.03.2.1

0gEBnhLya20X38Nt9DoL 8K +pDfbncsbZR3WII7PY ysd043R0gxkL JNhSgMagqulg
noSEeruTidisfoy 12EwgaaNyH324FL 2YoevnpPDsKnYuSPEWD tzgFDZDDSXksLvG
JIT IR 3h9KagU+AY aSkXTyERS5GT 303 HPNG 5BvPI 75sDhZ QR tdhikiKL Zkw4

Wy 4ECQMCYWW TQDRYZ/05gFhime 2 Ay 548X 12 1R Amf5WAKdHh +QYngqG-+/Zbk 38

Decode

Microsoft Store

8:22 AM
2]

.= p L m D ; c a ‘:‘i} £ E'? ‘o 4/11/2022



7. Todecryptthe data, first, you need to clean the Decoded plain text in the clipboard,

and then click the Decode button.

"_'j BCTextEncoder Utility v. 1.03.2.1
File Edit Key Options Help
BEE 0T R 2 7
w Encode

Decoded plain text: Encode by:  password

Encoded text: 8226

-—-BEGIN ENCODED MESSAGE—-—
Version: BCTextEncoder Utility v, 1.03.2.1

WyAECQMCYW IODRYZ/05aFhimeSAy 548X 12 1R fm SV A dHh +Q¥nagG +/Zbk 38
O0gEBnhLya20X38Nt9DoL 8K +pDfbncsbZR3WII7PY ysd043R.0gxkL JNhSgMaqulg
noSEeruTidisfoy 12EwgaaNyH324FL 2YoevnpPDsKnYuSPEWD zgFDZDDSXksLvG
JIT xR 3h9KagU+AY aSkXTyERS5GT 303 HPNG 5BvPI 7SsDhZ QR tdhikiKL Zkw4
2:25 AM e
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8. The Enter password for encoding text dialog-box appears; insert the Password
(test@123) into the password field and click OK.

[¥] BCTextEncoder Utility v. 1.03:2 o
File Edit Key Options Help

oEa F LY E

Decoded plain text: Encode by:  password

Enter password for encoding text *
bt
t Encoded text -Session key packet oK
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Encoded text: 8226 Decode
-—-BEGIN ENCODED MESSAGE—-—
Version: BCTextEncoder Utllity v, 1.03.2:1

WyAECQMCYW IODRYZ 0 5aFhimeSAy 548X 12 xR fm 5V A dHh +Q¥nagG +/Zbk 38
O0gEBnhLya20X38Nt9DoL 8K +pDfbncsbZR3WII 7P Y ysd043R.0gxkL JNhSgMaqulg
noSEeruTidisfoyY 12EwgaaNyH324FL 2YoevnpPDsKnYuSPEWD tzgF DZDDSXksLvG
JIT IR 3h9KgU+AY aSkXTyoR S 56T 303 HPNG 59BvPI 75sDhZQFIItdhKiKL Zkw 4
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9. The decoded plain text appears under the Decoded plain text section, as shown in

the screenshot.

1 BCTextEncoder Utility v. 1.03.2.1
File Edit Key Options Help

a8 BT RS2 7

Decoded plain text: 260 B Encode by:  password A _I—;n_o_odg
and decoding text data, Plain text data are compressed, enarypted and converted

BCTextEncoder utility software simplifies encodi

v

Decoded by password Decode |

a

Encoded text: 8226

-—-BEGIN ENCODED MESSAGE—-—
Version: BCTextEncoder Utility v, 1.03.2.1

WyAECQMCYW QDR YZ/05aFhimeSAy 548X 12 xR Am SV A dHh +Q¥nagG +/Zbk 38
O0gEBnhLya20X38Nt9DoL 8K +pDfbncsbZR3WII7PY ysd043R0gxkL JNhSgMaqulg
noSEeruTidisfoy 12EwgaaNyH324FL 2YoevnpPDsKnYuSPEWD zgFDZDDSXksLvG
JITIxUR3hgKgU+AY aSkXTyERS5GT 303 HPNG 5BvPI 7SsDhZQFItdhkiKL Zkw4
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In real-time, using this procedure, you can encode the text while sending it to the intended
user along with the password used for encryption. The user for whom the text is intended
should have the BCTextEncoder application installed on his/her machine. He/she will have
to paste the encoded text into the Encoded text section and use the password you shared,

to decode it to plain text.

10.This concludes the demonstration of encrypting and decrypting the data using

BCTextEncoder.
11.You can also use other cryptography tools such
as AxCrypt (https://www.axcrypt.net), Microsoft Cryptography

Tools (https://docs.microsoft.com), and Concealer (https://www.belightsoft.com)

to encrypt confidential data.

12. Close all open windows and document all the acquired information.

1 Hr 27 Min Remaining



Lab 2: Create a Self-sighed Certificate
Lab Scenario

As a professional ethical hacker and penetration tester, you must possess a proper
knowledge of creating this certificate as it validates the public key contained within the
certificate belonging to the person, company, server, or other entity mentioned. The labs in
this exercise demonstrate the creation of a self-signed certificate.

Lab Objectives
e Create and use self-signed certificates
Overview of Self-signed Certificate

In cryptography and computer security, a self-signed certificate is an identity certificate
signed by the same entity whose identity it verifies. However, the term is unrelated to the
identity of the person or organization that actually performs the signing procedure.

Task 1: Create and Use Self-signed Certificates

Self-signed certificates are widely used for testing servers. In self-signed certificates, a user
creates a pair of public and private keys using a certificate creation tool such as Adobe
Acrobat Reader, Java's keytool, Apple's Keychain, etc. and signs the document with the
public key. The recipient requests the private key from the sender in order to verify the
certificate. However, certificate verification rarely occurs due to the necessity of disclosing
the private key: this makes self-signed certificates useful only in a self-controlled testing
environment.



Here, we will create a self-signed certificate in Windows Server 2019.

1.

Click onWindows Server 2019to switch to the Windows Server 2019,
click Ctrl+Ali+Delete to activate the machine. By default, Administrator profile is

selected, type Pa$$wOrd to enter password in the Password field and press Enter to
login.

Administrator

Jason




2. Before you start this task, you will need to check with your local sites whether they
include a self-signed certificate.

3. Launchanyweb browser (here, Google Chrome), place the cursorin the address bar
and type https://www.goodshopping.com, and press Enter.

4. Asyou are using an https channel to browse the website, it displays a page stating
that This site can't be reached.

5. As the site does not have a self-sighed certificate, it displays a connection refused
message, as shown in the screenshot. Close the web browser.

www.goodshopping.com >3 + 4 = X

£ X {y @ goodshopping.com = % 0O . :

=]

This site can’t be reached
www.goodshopping.com took too long to respond
ry:

» Checking the connection

» Checking the proxy and the firewall

s Metwork Diagnostics

Reload Details

318 AM
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6. Click the Type here to searchicon present in the bottom-left of Desktop and
type iis. Select Internet Information Services (1I1S) Manager from the results.

8

Recycle Bin

»

Firefox

D @ Filters ~

Best match

~i€a Internet Information Services (11S) Manager

Desktop app

Apps

% Internet Information Services (l1S) 6.0 Manager




7. ThelInternet Information Services (lIS) Manager window appears; click the

machine name (SERVER2019 (SERVER2019\Administrator)) under
the Connections section from the left-hand pane.

8. In SERVER2019 Home, double-click Server Certificates in the IS section.

H'J Internet Information Services (1l5) Manager
« € » SERVER2019 »
File View Help
Py l‘ 1T = | o
_ @) [SERVER2019 Home |
- 28 EE Manage Server

.- '& Start Page
: Filter: » % Go - lgShow All | Group by:
5 SERVER2019 (SERVER2019\Ad fer S Showr foUpY Ares

i) Application Pools ,\3 ﬁ'l_ L [-l& ~
i} &) T LIFTE

5 Sites G| LGa) -
FTP FTP FTP Directory FTP Firewall FTPIP FTP Logging FTP Logen
Authentic.. Authorizat.,  Browsing Support Address a.., Attemnpt R..,
it = ﬁ |2
FTF SFEy LFTE LUIFTP)
FTR FTP Request ~ FTP S50 FTP User
Messages Filtering Settings lsolation
115 ~
& g o & & &
Authentic.., Compression  Default Directory  Error Pages Failed Handler
Document  Browsing Request Tra... Mappings
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Hps o = f # AR ==
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HTTP HTTP ISAPIand  ISAPI Filters Logging  MIME Types  Modules
Redirect Respon... TGl Restri.,
e _ -
@ | =
Cutput Request Server Worleer
Caching Filtering Certificates | Processes
Management A
=) = . =
= i‘ﬂg =]
Configurat.., Feature Shared
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9. The Server Certificates wizard appears; click Create Self-Signed
Certificate... from the right-hand pane in the Actions section.

b-J Internet Information Services (II5) Manager
« €3 » SERVERZ019 »
File  View Help

| Connections

| E] o
Q- & GJ Server Certificates
;- Start Page Use this feature to request and manage certificates that the Web server can use with websites configured for

185 SERVER2010 (SERVERZOIO\AGY | ooy

.- [E} Application Pools
Filter: - Go »;-f:: Show All | Group by: Mo Grouping 4

@] Sites
Expirat I

Mame " Issued To Issued By




10.The Create Self-Signed Certificate window appears; type GoodShoppingin
the Specify a friendly name for the certificatefield. Ensure that

the Personal option is selected in the Select a certificate store for the new
certificate field; then, click OK.

9
« €3 » SERVER2019 »
File View Help

Connections o Actions
™~ ip

€ - - Create 5elf-Signed Certificate 7 » g
@5 Start Page = =
~ .85 SERVER2019 {SERVER201

\ Specify Friendly Name
B

‘:_r Application Pools
@ Sites

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

|GoodShopping|

Select a certificate store for the new certificate:

Personal ~

0K | | Cancel




11.A newly created self-signed certificate will

be displayed in the Server
Certificates pane, as shown in the screenshot.

E-j Internet Information Services (II5) Manager

— x
- €5 » SERVER2019 » @ @
File  View Help
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12. Expand the Sites node from the left-hand pane, and select GoodShopping from the

available sites. Click Bindings... from the right-hand pane in the Actions section.

E‘—J Internet Information Services (II5) Manager

G + SERVER2019 » Sites » GoodShopping »
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13. The Site Bindings window appears; click Add....

&« @ » SERVER2019 » Sites » GoodShopping » 145 ] |('_)-v
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14. The Add Site Binding window appears; choose https from the Type field drop-down
list. Once you choose the https type, the port number in the Port field automatically

changes to 443 (the channel on which HTTPS runs).
15. Choose the IP address on which the site is hosted (here, 10.10.1.19).

16.Under the Host name field, type www.goodshopping.com. Under the SSL
certificate field, select GoodShopping from the drop-down list, and click OK.

L] e
&« & » SERVERZDI9 » Sites » GoodShopping »

File View Help
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Add Site Bindin L x
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17.The newly created SSL certificate is added to the Site Bindings window; then,
click Close.
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18. Now, right-click the name of the site for which you have created the self-signed
certificate (here, GoodShopping) and click Refresh from the context menu.

E-J Internet Information Services (II5) Manager
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19. Minimize the Internet Information Services (1IS) Manager window.

20.0Open the Google Chrome browser place the cursor in the address bar and
type https://www.goodshopping.com, and press Enter.

21.The Your connectionis not private message appears, click ADVANCED to proceed.

@ Privacy error >3 + = - X
&« C Ot A Notsecure | Bes://www.goodshopping.com = W O &

A

Your connection is not private

Attackers might be trying to steal your inf ation from www.goodshopping.com (for

example, passwords, messages or credit Learn more

CERT_COMMON_NAME_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Advanced Back to safety




22. Click Proceed to www.goodshopping.com (unsafe).

@ Privacy error x + W = X

& C 0 A Notsecure | Bps//www.goodshopping.com

R
Ir
=
| 1

Your connection is not private

Attackers might be trying to steal your information from www.goodshopping.com {for

example, passwords, messages or credit cards). Learn mare

CERT_COMMON_NAME_

Q To get Chrome’s highest level of security, turn on enhanced pr

Hide advanced Back to safety

This server could not prove that it is www.goodshopping.com; its se

from Server2019. This may be caused by a misconfiguration or an attacker intercepting

your connection.
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23.Now you can see Goodshopping webpage with ssl certificate assigned to it, as
shown in the screenshot.

@ GoodShopping >3 + i = >
& - C Y A Notsecure | kips//www.goodshopping.com £ P &
+ Favorites =
GOOD SHOPPING

PRODUCT CATALOG CONTACT US

Customer Loyalty Worldwide 24/7 Technical
Programs - Shipping support -

24.This concludes the demonstration of creating and using a self-signed certificate.

25. Close all open windows and document all the acquired information.



InstructionsResources
Lab 3: Perform Email Encryption
Lab Scenario

Currently, the majority of businesses use email as their primary source of communication,
as it is simple and easy to communicate or share information. Emails can contain sensitive
information about an organization such as projects, upcoming news, and financial data,
which, when accessed by the wrong person, can cause huge losses to the organization. One
can protect emails containing sensitive information by encrypting them.

As a professional ethical hacker and penetration tester, you must have proper knowledge of
encrypting email messages so that sensitive information sent through emails remain intact.
This lab will demonstrate how to encrypt email messages using various email encryption
tools.

Lab Objectives
e Perform email encryption using RMail
Overview of Email Encryption

Email encryption hides the email content from eavesdroppers by encrypting it into an
unreadable form. Emails can be encrypted and decrypted by means of a digital signature
mechanism that uses public and private keys: the public key is shared, while the private key
is kept private.

There are numerous methods that can be employed for email encryption, including:

o Digital Signature: Uses asymmetric cryptography to simulate the security properties
of a signature in digital, rather than written form

e Secure Sockets Layer (SSL): Uses RSA asymmetric (public key) encryption to
encrypt data transferred over SSL connections

e Transport Layer Security (TLS): Uses a symmetric key for bulk encryption, an
asymmetric key for authentication and key exchange, and message authentication
codes for message integrity

e Pretty Good Privacy (PGP): Used to encrypt and decrypt data that provides
authentication and cryptographic privacy

e GNU Privacy Guard (GPG): Software replacement of PGP and free implementation
of the OpenPGP standard thatis used to encrypt and decrypt data



Task 1: Perform Email Encryption using RMail

RMail is an email security tool that provides open tracking, proof of delivery, email
encryption, electronic signatures, large file transfer functionality, etc. RMail works
seamlessly with users' existing email platforms, including Microsoft Outlook and Gmail,
amongst others. Using this tool, you can encrypt sensitive emails and attachments for
security or legal compliance.

Here, we will use the RMail tool to perform email encryption.
1. Click Windows 11 to switch to the Windows 11 machine.

2. Launch any web browser (here, Mozilla Firefox), Place the cursor in the address bar
and click https://www.rmail.com/free-trial/, and press Enter.

3. The RMail FREE TRIAL webpage appears, click on Apps from the menu to navigate to
the Apps page.

5% RMail Email Encryption | Geta i % + = *
O O B nttpsy//rmail.com/contact/rmail-trial 7 =
® M ai I Show Us Your Stars ~ Why Go With Us ~ Conference Center  Customer Hub | Q I'"_E EN

About RPost | Products | Solutions | Success Stories | Insights | Pricing || Apps | Support START FREE  Call | Demo Login

Start Using RMail Free Forever We're here for you. Contact us
Track, Prove, Sign, Encrypt, and More. tOdaY-

*Required Field

First Name *
Last Name *
Email *

No credit card Works with any Phone * Hi, I'm here to help, Let's gat

required email address started!
Country *

Job Title * -
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4. In the Get Started with Rmail. Select an App page scroll down and select RMail

Online.
¥ Apps | RMail & RSign x | + = ®
o C O B hitpsy//rmail.com/apps b =

’TEJMaiI

About RPost | Products | Solutions | Success Stories | Insights | Pricing | Apps | Support Call | Demo Login

START FREE

& Office 365 Outlook.com, Hotmail.com

RMail for Outlook Office RMail for Gmail (Google

365 for Mac M Chrome)

RMail Gateway

@mail,

Hi, I'm here to help, Let's get
started!

' W- o cloonDocs o m
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5. The RmailOnline for Desktop & Mobile Browsers window appears, scrolldown and
click on CLICK HERE TO GET STARTED.

¥ RMail Email Encryption, Regist- % + — e
L C O a https://rmail.com/apps/rmail-online B =

@Mall About RF'osat| F'roduu:ts| Solutions Success Stories| Insights | Pricing | Ap| Support

START FREE

RMail Online works alongside one's existing email account as an alternate compose and send
pane. There is no need to set up a new email address or new email inbox.

Main Services:

+ Track & Prove: Sends a Registered Email™ message. A Registered Receipt™ email
record 15 then returned to the sender with court-admissible time-stamped proof of the
content delivered and advanced open tracking.

« Encrypt: Delivers files and email message body text and attachments encrypted direct to
the recipient’s inbox with no need for recipients to register or click links, returning auditable
proof of compliance and privacy.

« E-Sign: Aftach a document and send as a Registered Email™ message with the e-sign
feature. The message auto-formats so the recipient can use their mouse to electronically
draw or type their signature on the document, which returns a legally signed contract to
both sender and recipient.

Installation Tips:

: s : 3 Hi, I'm here to help, Let's get
There is no installation required. startad!

CLICK HERE TO GET STARTED
-

~
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6. The RMail webpage appears, clickon CREATE AN ACCOUNT.

Oﬁ RMail Email Encryption, Registe = a RMail Online

O EJ hitps://app.rmaikcom/home

x
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C
@M a i I English v

EMPOWER
YOUR
EMAIL

Security Compliance Productivity

CREATE AN ACCOUNT

CREATE AN ACCOUNT LOGIN

RMail

Track. Prove. Sign. Encrypt.
Share.

RMail® makes it easy to encrypt email, certify, track and
prove e-delivery. e-sign, and share large files, all-in-
one.

Relied on worldwide for more than a decade by
governments and businesses of all sizes.

Sign-up now by clicking the Create an Account
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7. Let's get started! page appears, as well as the registration form. Fill in the required
personal details and click on Sign up.

¥ RMail Email Encryption, Regist= % 30 RMail Online X |+ = ®
& O 8 o+ nttpsi//app.rmail.com/account w B =

.
@Mail

RMail & RSign: Feature-Rich. More
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here for you.

Track. Prove. E-Sign. Encrypt. Share.
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The Global Standard in Secure &

Certified E-communications. Award
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@® @ @

Let's get started!
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8. Final step! page appears displaying that the activation link has been sent to the
registered email address.

¥ RMail Email Encryption, Regist= % 30 RMail Online X |+ = ®

& O B nhitps//app.rmail.com/account b =

@Mail N

RMail & RSign: Feature-Rich. More F. I I
affordable. Elegantly easy. We're inal ste p:

here for you.
To complete the registration process, please click the ACTIVATION LINK in

Track. Prove. E-Sign. Encrypt Share. the confirmation email sent to your address. If you do not see activation email

= in your inbox, please check your spam or junk mailbox.
Certify. bi p ) p i

From: support@rpost.com

The Global Standard in Secure & Subject: RPost Activation Email

Certified E-communications. Award
After you click the ACTIVATION LINK, please select the RMail service to

signin to get started.

@ @ @ Visit us at www.rmail.com to learn about RPost services.

winning, since 2000.
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9. Now, open a new tab in the browser and open the Gmail account which you have
used to create the RMail account.

10. Openthe email from support@rpost.com and click the activation link to activate the

account.
ﬁ& RMail Email Encryption, Registe = l‘:& RMail Online X ™4 RMail Activation Email = = - X
« &) O EJ hitps://mail.google.com/mail/u/0/#inbox/FMifcgzGpGdfsgHsgvQdHTRhRhSHZTg {3‘ =
= M Gmail Q = o0 ® u @
I_GEOiOO;B-E LA T
133) RMail Activation Email nbox x 5 O
*
() suppori@rpost.com 21:48 (10 minutes ago) V¢ 4w @
tome ~
>
B RPost: Welcome to the Registered Email Service
¥ This is the confirmation email that contains the activation link.
&) Click on the link below to activate vour reqistra_tion:
= Im;ﬂpasswurd.rmail.comI’Acc0unT_I’C0nﬁrm?code:aTf5Seb9—24334e?9—9996—5e4f256b113bI
+
& If the link above is not active, please copy and paste it into your browser.
Q If you believe you received this message in error, or if you have any questions. please send an email to support@rpost.com.
. Note: The link will expire in 48 hours.
Thank you,
RMail
An RPost Service www.rmail.com
2
. Reply B Forward
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11. support.rpost.com page appears, scroll down and click
on https://app.rmail.com/ link.

W RMail Email Encryption, R= % {3} RMail Online ® M RMail Activation Email - AR Onboarding Guide for R X + — e

& O EJ hitps://suppertrpost.com/hc/en-us/articles/360046286514 B €

RMail 101 / RMail Basics - What, Why & How

RMail 101 v Onboarding Guide for RMail® Services
RMail Basics - What, Last updated on 04/13/2022
Why & How bd

Onboarding Guide for CONGRATULATIONS!
RMail® Services

You are ready to start using RMail.
How to add your own Y g
signature to any
electronic document

If you are using RMail Online you can now sign into the service from this Iink|httEs:HaEE.rmail.cnmf |

using Rial What's included in RMail? RMail is packed with powerful features to help you
How to pick the right track, prove, encrypt, e-sign and send large files. You can see a quick
RMail Sending overview of these features at the Features section on our website
Application (v rmail com/features)
RMail for Beginners - We have provided short training videos guides below which explain how to use each of the main features of
FAlls RMail and the benefits of the service.
Why do | need to use
RMail? « Track and Prove
« Encryption
R‘MEH - Features at a « E-signatures and signing documents
glance

« |nclude private notes on documents
« Convert documents to PDFs while sending
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12.The app.rmail.com page appears, click on LOGIN at the top right corner of the web
page.

i RMail Email Encryp X 20 RMail Online % M RMail Activation Er X 0 Onboarding Guide > i} RMail Online X+ = ®

O EJ hitps://app.rmail.com/home ‘i:q‘
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13.In the Welcome back! page, enter the email address and password that was used

during registration and click on Sign in.

i RMail Email Encryp X 20 RMail Online % M RMail Activation Er X 0 Onboarding Guide > i} RMail Online X+ = ®
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14.The RMail Online page appears, in the To field enter the recipient address. Ensure
that Marked as is selected under Track & Prove section in the right-pane. Check
the Encrypt - select primary receiving experience option and ensure that
the Transmission-auto-decrypts for receiver radio button is selected. Ensure
that E-Sign - send for sighature check-boxis checked, and Web Sign radio button is

selected.
i RMail Email Encryp X 20 RMail Online % M RMail Activation Er X 0 Onboarding Guide > i} RMail Online x| + = ®
&« & O B nhitpsy//app.rmail.com/rmail B € =
. . 2
Mail RMail Online d
SEND REGISTERED SAVE AS DRAFT ATTACHFILE# Units Remaining:
From: @gmail.com D CopyMe more_vert

To: @gmail.com Track & Prove

G | @ Marked as

O Unmarked

Bce

Encrypt - select primary receiving

experience
Subject:

@ Transmission - auto-decrypts for receiver

Sans Serif & Normal : BIUS aAam EE=Ez= S EH o) Message Level - decrypts with
password
Enter message here
E-Sign -send for signature RSign
| ® websign |
ION Emasiisss

mMOoOwEOo-CBe@ A% s ©



15. After selecting the options, enter a message to be sent to the recipient, and click
on SEND REGISTERED button.

i RMail Email Encryp X 20 RMail Online % M RMail Activation Er X 0 Onboarding Guide > i} RMail Online x| + = ®
&« & O B nhitpsy//app.rmail.com/rmail B € =
. . o
Mail RMail Online Q
SEND REGISTERED SAVE AS DRAFT ATTACHFILE & | Units Remaining:
From: @2gmail.com D CopyMe more_vert
To: @gmail.com Track & Prove
G @ Marked as
O Unmarked
Bee
Encrypt - select primary receiving
experience
Subject: Business Strategy model
@ Transmission - auto-decrypts for receiver
sansserif & Nomal # B I U & A x EZ=Z = @ H ®) Message Level - decrypts with
password
Hi, | have completed the Business Strategy Model, enclosing the same. Please provide your feedback
E-Sign -send for signature RSign
(@) WebSign
N Feanit Ciree

mMOoOwEOo-CBe@ A% g ©



16. Upon clicking SEND REGISTERED button, Email Sent pop-up appears.

17. Now, navigate to the tab in which Gmail account thatwas opened previously, you can
observe an Acknowledgement email with Proof of Sending.

i RMail Email Encryp X 20 RMail Online % M Ack Business Stratt X | I} Onboarding Guide % 1% RMail Online x  + = ®
[ o & O EJ https://mail.google.com/mail/u/0/#inbox/FMicgzGpGdfszQvBFSITzguVPVKIGDPC {3‘ =
= M| Gmail Q e @ @ @ .
< o 0 8 e € B » 20749 < > B
Ack: Business Strategy model inbox x B @
Acknowledgement =acknowledge@r1 rpost.net> 22:23 (4 minutes ago) Yy @
tome «

RMail Acknowledgement - Proof of Sending

You have 4 messages left in your free account this month.
If you are using a free account, your limit is 5 messages per month.

To continue using RMail after you reach your monthly limit, you may either:
1. Purchase a service plan at www.rmail.com/pricing, or
2. Wait until your account usage resets to zero on the first day of the next month

Qo Br0 <mVergy +

Click here to track the signing of your document!
This message certifies that the email below was sent.

To: < (@gmail.com> H

Cc:

mOoOwEOo-CBe@ A% oo ©



18. In this task, for the purpose of demonstration, we will open the recipient's account

and view the email.

19.To do so, click on Windows Server 2019 to switch to the Windows Server 2019,
click Ctrl+Ali+Delete to activate the machine. By default, Administrator profile is
selected, click onPa$$wOrdto enter password in the password field and

press Enter to login.

Administrator

Jason

Shiela




20. Open any web browser (here, Mozilla Firefox) and log in to the Gmail account of the
recipient. Open the email from the sender.

21.You can observe that the email received is tagged as a registered email wherein a
document has been sent for the recipient to review and electronically sign to confirm
his/her identity.

You might receive an email in the spam folder.

22. Click the View & Sign Document button to sign an agreement.

P4 Registered: Business Strategy n = -+ = X
& &) O B nitpsy/mail.google.com/mail/u/0/#inbox/FMifcgz JvBFTwsBs TQq bcd =
— . — e
= M Gmail Q R @ & = I
I_eﬁ()ioeo;n.g lof176 < > [
~
110 Registered: Business Strategy model Inbox x & B
w
o .com via rl.rpost.net & 22:23 (17 minutesago) 'ﬂr -
tfome ~
>
[ 4 RMail Electronic Signature Request - Transmitted Securely
L4 A document has been sent for you to review and electronically sign. Please click the yellow *View & Sign Decument” button below to
) view and sign the agreement in your web browser.
- | View & Sign Document 4
&
This email was sent from requesting you to sign an agreement. If you have any questions; please contact the sender
Q by replying to this message
. If the *View & Sign Document” button is not active, please copy and paste this link into your web browser:
n&me https:/fesign.r1.rpost.net/documents/signh/I7LyNzL 2zbnYPDAbNhTpyrOg2tEs zvmxFtXrmB8QDNjUw
right.
@ RPasT @ PaTENTE
We're
having
trouble
conneci
to £
Google. RN S
Well >
keep
rying...

[ Business Strategy ...

10:41 PM

¥ 62172022



23. A new E-Sign webpage appears displaying the email content; click CONTINUE.

I Registered: Business Strategy . X i3# Original Email x =+ = X
C O B nitpsifesign.rirpostnet/document L zbnYPD4t B w =
oST =

@Mail E-Sign &

CONTINUE

RMail eSignOff

To: @gmail.com
Ce:

Sent: 06/22/2022 05:23:16 AM
Subject: Business Strategy modal

Hi, I have completed the Business Strategy Model, enclosing the same. Please
provide vour feedback




24.The Instructions: How To E-Sign page appears; read the instructions carefully and

click CONTINUE.
M4 Registered: Business Strategy . X 3% Sign X + — e
&« & O B nhitpsy/esign.r1.rpost.net/Documents/SignH/I7 LyNzL2zbnYPD4bNI m 8 B ¥ =
QsT =

Mail E-Sign AR)

o 0

Instructions: How To E-Sign

Review The Agreement

1 Navigate the pages using the top menu, the side
navigation arrows or using the keyboard's left and
right arrow keys.

Script Your Name : '] L.
ADDSIGN
Press "Click to Sign" and type your name. i i - J"“ -

Left-click and drag your mouse to script your name.

< Page P48 2 3 4 5 3>

Add Text (Opticnal)
Click the "Click to Type" button and add text.
Drag and drop the text box in the desired location.

3 Click Next button when done

25. After viewing the email content, click NEXT.



™4 Registered: Business Strategy n X @ Sign x +

@
D
@

Il

< & 0 &

@Mail
=] » CLEAR DOCUMENT view pOF ll DEcLINE ENISIeR
Page . Session Timeout: 20 Minutes

rlrpost.net/D

RMail eSignOff

To: gmail.com
Cc:

Sent: 06/22/2022 05:23:16 AM
Subject: Business Strategy model

Hi. I have completed the Business Strategy Model, enclosing the same. Please
provide vour feedback.

11:02 PM
T ds L]

6/21/2022




26.The Final Step - Please Complete the Information Below page appears with
the Document Signature form. In the Please enter your name field, enter your
name (Recipient's name) and leave the Initials and Title field as blank and click
the Click to Sign button.

P4 Registered: Business Strategy n 1‘.;} Final Signature ® = - X
<« (] O B nitpsy/esign.ri.rpostnet/documents/finalsig/7 LyNzL2zk i B % =

/" Document Signature

Please enter your name®

Initials (optional)

Title {optional)

Click to Sign

| agree with the content of the e-mail, the contract and
any attachment(s) and | further agree to use electronic
signature and sign here.

. 11:04PM
B ds 6/21/2022 L




27.The YOU'RE ALL DONE! page appears; close the current tab to return to the opened
email. Click Inbox from the left-hand pane to navigate to the inbox.

28.0pen an email from RPost eSignOff Service. You can observe that it is an
acknowledgment email from RPost along with various details such as Signed By,
Date, Time, Original Recipient, IP, Message Id, etc.

M Registered: Re: Business Strateq X A3 E-Sign Complete | Try RSign Fre % =+ = X
& &) O B nitpsy/mail.googlecom/mail/u/0/#inbox/FMfcgzGpG i SQkrHWCAW] bcd =
= M Gmail Q = @ & = B
+ €« o 0o 8 ® € DB ®» 1of177 < > B
~
110 Registered: Re: Business Strategy model  inbox x & B
*
() RPost eSignOff Service <contracts@rl rpost.net= & 2305 (0 minutes ago) Yy 4= @
to -
>
E-SIGN RECORD TRANSMITTED SECURELY a ©
L REGISTERED. SIGNED. TIME-STAMPED. —
Ch All parties have accepted the use of electronic signature for this document and have signed as follows:
L
i) Signed By: *
Q Date: 6/22/2022 6:05:10 AM (UTC) 06/22/2022 01:05:10 AM (Local)
- . Original Recipient: gmail.com
not
right. IP
We're Message Id 191F6BE2E8AF31ECI3BD2F IEFO3EFGB5BETEC
having
trouble Client Code
connec
to
Google.
well (1) >
keep
rying...

11:05 PM

T ds

6/21/2022



29. Now, click on Windows 11 to return to the Windows 11 machine, where the sender's
account is opened. Inlnbox, you can observe two emails (Receipt and RPost
eSignOff Service). Click to open the Receipt email.

You might receive a Receipt mailin the RMail Receipts inbox folder presentin the left-hand

pane.

30.The Receipt email contains information about the Delivery Status, Message
Envelope, and Message Statistics of the sent email, as shown in the screenshot.

31.The Receipt email

i RMail

&«

Po B0 <@wVvexrg +

also includes

the DeliveryReceipt and HtmlReceipt attachments containing detailed information
regarding the sent email.

Email Encryp X 3% RMail Online % M Receipt: Business & % | i Onboarding Guide ' X 1% RMail Online X -+ = X
&) O E] hitps://mail.google.com/mail/u/0/#Finbox/FMifcgzGpGdfszSDrWBNCnploarhMyvizdin ﬁ‘ =

. e sss
M Gmail Q - @ @& @ .
. o O 8 e € B ®» 20f51 < > B

REGISTERED RECEIPT

EVIDENCE OF DELIVERY, CONTENT & TIME

This receipt contains verifiable proof of your RPost transaction.
The holder of this receipt has proof of delivery, message and attachment content, and official time of sending and receipt.
Depending on services selected, the holder also may have proof of encrypted transmission and/or electronic signature.

To authenticate this receipt, forward this email with its attachment to 'verify@r1.rpost.net’ or click here

Click here to track the signing of your document!

Delivery Status
Address Status Details Delivered (UTC*) | Delivered (local) | Opened (iocal)
HTTP-
sl Delivered and 06/22/2022 05:23:25| 06/22/2022 12:23-25 | 06/22/2022 12:41:23
GOMELEOR | ppened m AM (UTC) AM (UTC-0500) | AM (UTC-05:00)

*UTC represents Coordinated Universal Time: https:/w ww. rmail. comresources/coordinated-universal-time/

Message Envelope

From: gmail.com>
Subject: Business Strategy model

To: {@gmail.com>

Cc:

12 PM

Q
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32. Now, navigate back to the Inbox and open an email from RPost eSighOff Service.
This email contains the same information as the email received from RPost eSighOff
Service by the recipient.

33. This concludes the demonstration of performing email encryption using RMail.

34.You can also use other email encryption tools such
as Virtru (https://www.virtru.com), ZixMail (https://www.zixcorp.com), Egress
Secure Email and File Transfer (https://www.egress.com), and Proofpoint Email
Protection (https://www.proofpoint.com) to perform email encryption.

35. Close all open windows and document all the acquired information.
Question 20.3.1.1

Use RMail to encrypt email messages. Which option is selected in the Apps page to encrypt
emails.

13 Minutes Remaining



Exit Lab
InstructionsResources

Lab 4: Perform Disk Encryption
Lab Scenario

Disk encryption is a technology that protects the confidentiality of the data stored on a disk
by converting it into an unreadable code using disk encryption software or hardware, thus
preventing unauthorized users from accessing it. Disk encryption provides confidentiality
and privacy using passphrases and hidden volumes. As a professional ethical hacker or pen
tester, you should perform disk encryption in order to prevent sensitive information from
unauthorized access.

Disk encryption works in a manner similar to text-message encryption and protects data
even when the OSis not active. By using an encryption program for the user's disk (Blue Ray,
DVD, USB flash drive, External HDD, and Backup), the user can safeguard any or all
information burned onto the disk and thus prevent it from falling into the wrong hands. Disk-
encryption software scrambles the information burned on the disk into an illegible code. It
is only after decryption of the disk information that one can read and use it.

This lab will demonstrate the use of various disk encryption tools to perform this technique.
Lab Objectives

e Perform disk encryption using VeraCrypt

e Perform disk encryption using BitLocker Drive Encryption

e Perform disk encryption using Rohos Disk Encryption
Overview of Disk Encryption

Disk encryption is useful when the user needs to send sensitive information through email.
In addition, disk encryption can prevent the real-time exchange of information from threats.
When users exchange encrypted information, it minimizes the chances of compromising the
data; the only way an attacker could access the information is by decrypting the message.
Furthermore, encryption software installed on a user's system ensures the security of the
system. Install encryption software on any systems that hold valuable information or on
those exposed to unlimited data transfer.



Task 1: Perform Disk Encryption using VeraCrypt

VeraCrypt is a software used for establishing and maintaining an on-the-fly-encrypted
volume (data storage device). On-the-fly encryption means that data is automatically
encrypted just before it is saved, and decrypted just after it is loaded, without any user
intervention. No data stored on an encrypted volume can be read (decrypted) without using
the correct password/keyfile(s) or correct encryption keys. The entire file system is
encrypted (e.g., file names, folder names, free space, metadata, etc.).

Here, we will use the VeraCrypt tool to perform disk encryption.

1. Click Windows 11 to switch to the Windows 11 machine.

2. Click Searchicon (D) on the Desktop. Typeverain the search field,
the VeraCrypt appears in the results, click Open to launch it.

o
LT
(RECTEl i)
D veraf_'r'_,'!:-i
@ g
A Al Apps Documents Web  More =
G =
Sl
Best match
a VeraCrypt
{Fireror] I x* App VeraCryt
q Apps VeraCrypt
P App
A
¥ M VeraCryptExpander >
Sl
delichaiet ore:
= VeraCrypt Setup 1.25.9.exe > 7 open
‘ Search the web 8 Runas administrator
B open file location
‘ ,O vera - see web results >
sP  Pinto Start
2 Vera Bradley - company » B it
Vs O verapamil » i Uninstall
O veracity »
Websites

E VeraCrypt Website
S TS DR U B N —— A

TR A Qe S0



3. The VeraCrypt main window appears; click the Create Volume button.

- - -
6 i

% VeraCrypt — x
e Volumes  System  Favorites Tools  Settings Help Homepage
@W Drive  Volume Size  Encryption Algorithm Type
| A2
=B
A | 2
m -=iG:
==iH:
) [
= -} 1
o i K
A o2
gl =i
RIS =N

Create Volume

Vaolume

3 ( | 2 Select File...
VeraC 5
mEnRt - @ Never save history Volume Tools. .. Select Device...

| Auto-Mount Devices I Dismount All | Exit

12:23 AM

o I;? b 4/12/2022 e
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0
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4. The VeraCrypt Volume Creation Wizard window appears. Ensure that the Create
an encrypted file container radio-button is selected and click Next to proceed.

% WeraCrypt Volume Creation Wizard — >

VeraCrypt Volume Creation Wizard

© Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for inexperienced
users.

Mare information
() Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external drive {e.g. a flash
drive). Optionally, creates a hidden volume.

(_) Encrypt the system partition or entire system drive

Encrypts the partitiondrive where Windows is installed. Anyone who wants to
gain access and use the system, read and write files, etc., will need to enter
the correct password each time before Windows boots. Optionally, creates a
hidden system.

More information about system encryption

Cancel

m O O -€@®\ ¢ A D% e @



5. Inthe Volume Type wizard, keep the default settings and click Next.

6. Inthe Volume Location wizard, click Select File....

v VeraCrypt Volume Creation Wizard

Volume Location

| v SelectFie...

B Never save history

A VeraCrypt volume can reside in a file {called VeraCrypt container}, which can reside
on a hard disk, on a USE flash drive, etc. A VeraCrypt container is just like any
normal file (it can be, for example, moved or deleted as any normal file). Click 'Select
File' to choose a filename for the container and to select the location where you wish
the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt it; the file will be
deleted and replaced with the newly created VeraCrypt container. You will be able to
encrypt existing files (ater on) by moving them to the VeraCrypt container that you

are about to create now.

EowlEO=€@E «

~ e

12:24 AM
4/12/2022
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7. The Specify Path and File Name window appears; navigate to the desired location
(here, Desktop), provide the File name as MyVolume, and click Save.

@ “ Specify Path and File Name bed
C}. =

ol
:W €« v B 5 Thi.. » Deskt. ~ & 2 Search Desktop
s
Organize » Mew folder = - o
¢ J
A = Name Date modified Typel
: A4 This PC
iileta i
Mo-items match your search.
> Bl Desktop = s
| » = Documents £
& E
& > L Download
i + Downloads
Seldiz i
e 5 @Mt ;

P4 Pictures

> ﬁ Videos

File name: | MyVolume

Save as type: All Files (*.%) ™

Hide Folders Save Cancel

>
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8. After saving the file, the location of a file containing the VeraCrypt volume appears
under the Volume Location field; then, click Next.

% VeraCrypt Volume Creation Wizard S X

Volume Location

| C:\sersiAdmin'DesktopMyValume v| [ Select File...

B Never save history

A VeraCrypt volume can reside in a file {called VeraCrypt container}, which can reside
on a hard disk, on a USE flash drive, etc. A VeraCrypt container is just like any
normal file (it can be, for example, moved or deleted as any normal file). Click 'Select
File' to choose a filename for the container and to select the location where you wish
the container to be created,

WARNING: If you select an existing file, VeraCrypt will NOT encrypt it; the file will be
deleted and replaced with the newly created VeraCrypt container. You will be able to
enaypt existing files (later on) by moving them to the VeraCrypt container that you

are about to create now,

MmO O o€\ @ x A D% e @



9. Inthe Encryption Options wizard, keep the default settings and click Next.

10. In the Volume Size wizard, ensure that the MB radio-button is selected and specify
the size of the VeraCrypt container as 5; then, click Next.

o

% VeraCrypt Volume Creation Wizard

Volume Size

5 Oke OMs  Oe O

Free space on drive C:\ is 15.18 GiB

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will specify its
maximum possible size. I

D e EO L

Mote that the minimum possible size of a FAT volume is 292 KiB. The minimum possible
size of an exFAT volume is 424 KiB. The minimum possible size of an NTFS volume is
3792 KiB, The minimum possible size of an ReFS vaolume is 642 MiB.

MmO O o€\ @ x A Db e @



11.The Volume Password wizard appears; provide a strong password in
the Password field, retype in the Confirmfield, and click Next. The password
provided in this lab is qwerty@123.

$

af

v VeraCrypt Volume Creation Wizard

Tt is wery important that you choose a good password. You should avoid choosing
one that contains only a single word that can be found in a dictionary {or a
combination of 2, 3, or 4 such words). It should not contain any names or dates of |
birth. It should not be easy to guess. A good password is a random combination of

upper and lower case letters, numbers, and special characters, suchas @ ~ =§* +
etc. We recommend choosing a password consisting of 20 or more characters {the
longer, the better). The maximum possible length is 128 characters.

@hﬁiﬁﬁ
Volume Password
% Password: ®#sessssss
A
Confirm: ®eesssssss|
[Rliecits [Cuse keyfiles ey
[_JDisplay password =yfiles
. [CusePM

v

- tob)
Al DIE
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A VeraCrypt Volume Creation Wizard warning pop-up appears; then, click Yes.

12.The Volume Formatwizard appears; ensure thatFATis selected in
the Filesystem option and Default is selected in Cluster option.

13. Checkthe checkbox under the Random Pool, Header Key, and Master Key section.

14.Move your mouse as randomly as possible within the Volume Creation
Wizard window for at least 30 seconds and click the Format button.

i E u ¥ VeraCrypt Volume Creation Wizard
Volume Format
Options =
: || Quick Format
e Filesystem FAT Cluster Default ~ — 5
|__| Dynamic
il
Random Pool: 1BOBF4FCFASTCCRACY25CAFSFEER3395E.. ’
Header Key:
Master Key:
0
8 Abart
m!% Done | Speed Left
IMPORTANT: Move your mouse as randomly as possible within this window, The

longer you move it, the better. This significantly increases the cryptographic strength
of the encryption keys. Then dick Format to create the volume.

Randomness Collected From Mouse Movements
==

HOocEO=€®E « A e



15. After clicking Format, VeraCrypt will create a file called MyVolume in the provided
folder. This file depends on the VeraCrypt container (it will contain the encrypted
VeraCrypt volume).

16. Depending on the size of the volume, volume creation may take some time.

17.0nce the volume is created, a VeraCrypt Volume Creation Wizard dialog-box
appears; click OK.

e

¥ VeraCrypt Volume Creation Wizard =

Volume Format

Options
? Quick Format
b Filesystem FAT Cluster Default
Diyriamic
Random Pool: 0SBA3CSFCS49ESE19EBA29C36BDET0DE /]

Header Key: 12810FABEIEESAF2381EE31FCL12907BE..
Master Key: 7AAT324EF374FE1DFEDFAS3TS0C1EDET..

eraCrypt Volume Creation Wizard X

. Abort
WL@ o The VeraCrypt volume has been successfully created, SR s
. lithin' this window, The
| the cryptographic strength
. flume.
oK

Randomness Collected From Mouse Movements

ZouEO=eC®dE « A D e



18.1n the VeraCrypt Volume Creation Wizard window, a Volume Created message

'_,-:|:
£

P k@@ uo @

appears; then, click Exit.

% VeraCrypt Volume Creation Wizard

Volume Created

The VeraCrypt volume has been created and is ready for use. If you wish to create
anather VeraCrypt volume, dick Next. Otherwise, dick Exit.

EoulEO=€C@E «

1242 AM

o~ I"—j b 4/12/2022 e



19. The VeraCrypt main window appears; select a drive (here, I:) and click Select File....

o

r
‘. _1-» \u?aCr_\,rpt o = x |
A

e Volumes  System  Favorites Tools  Settings Help Homepage
@W Drive  Volume Size  Encryption Algorithm Type
| A2
=B
A | 2
-=iG:
m ==iH:
=
= i J;
o i K
A o2
gl =i
el 08 <in:

Create Volume

Vaolume

| C:\Users\Admin\DesktopMyVolume e | [ Select File... J

VeraCrypt :
B never save history Volume Toals. . Select Device...

| Auto-Mount Devices I Dismount All | Exit

1244 AM
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20.The Select a VeraCrypt Volume window appears; navigate to Desktop,
click MyVolume, and click Open.

'3 B

M Select a VeraCrypt Volume X
(eleesfta « v 4 @R> Thi. > Deskt. v 3 Search Desktop
(GHToTeS

I Organize Mew folder =~ T ©
~
g ; = Narne Date modified Type
e This PC

It D MyValume 4/12/20272 12:41 AM File

> Eill Desktop

> | Documents

Z > _v]: Downloads
el E > @ Music
D PN Pictures
n Videos

% Local Disk (C)

File name: | MyVolume w| AlFiles ()

Cancel

=
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21.The window closes, and the VeraCrypt window appears displaying the location of
selected volume under the Volume field; then, click Mount.

he )
¥
q. _1-u \u&r}rpt - — x |
A

" Volumes System  Favorites Tools Settings  Help Homepage
{GATETS Drive  Volume Size Encryption Algorithm Type
i A
i B
e =
il it

] H

A
[~
Create Volume Volume Properties. .,
(iprt = Volume

X : | C:\Users\Admin'\Desktop MyVolume e Select File...
et B Never save history Volume Tools. .. Select Device...

Mount | Auto-Mount Devices | Dismount All | Exit
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22.The Enter password dialog-box appears; type the password you specified
in Step#11 into the Password field and click OK.

The password specified in this task is qwerty@123.

e T - Ai

. | Volumes System  Favorites Tools Seftings Help Homepage
{GATETS | Drive  Volume Size Encryption Algorithm Type
] A
| B
- | | =
fiston <
] |

==l Enter password for C\Users\Admin! Desktop'\MyVolume

[ |
0 ! Password: sessssssss) K
3 o]
A =l PKCS-5PRF:  Autodetection ~  [J TrueCrypt Mode Cancel
Gl =
e i DA = [Juse PIM
e | (] cache passwords and keyfiles in memory
A | =
| |_| Display password
o [ Use keyfiles Keyfiles. ., Mount Options...

| C:\Users\Admin\Desktop MyVolume o Select File...

verathEt @ Never save history Volume Tools. .. Select Device...

| Auto-Mount Devices | Dismount All | Exit
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23. After the password is verified, VeraCrypt will mount the volume in I: drive, as shown
in the screenshot:

he )

&
q. h:-u VeraCrypt o — b’
A

" o Volumes System  Favorites Tools Settings  Help Homepage
LGATETS Drive  Volume Size Encryption Algorithm Type
i A
; i B
e =
Gl it

¢ C:\Users\Admin\DesktopMyVolume 4.8MB AES

Create Volume Volume Properties...

Volume
X : | C:\Users\Admin'\Desktop MyVolume e Select File...
et B Never save history Volume Tools. .. Select Device...

Dismount | Auto-Mount Devices | Dismount All | Exit
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24. MyVolume has successfully mounted the container as a virtual disk (l:). The virtual
disk is entirely encrypted (including file names, allocation tables, free space, etc.)
and behaves similarly to a real disk. You can copy or move files to this virtual disk to

encrypt them.

25. Create a text file on Desktop and name it Test. Open the text file and insert text.

26. Click File in the menu bar and click Save.

B Testixt- Notepad - o x
Elel (Rt Viw B
New Ctrl=N smaxg34

Mew window Ctrl=+Shift+M

Open Ctrl=0

Save Ctrl+5

Save as Ctrl+Shift+3

Page setup

Print Ctrl=+P

Exit

n1, Col 32 100%% Windows (CRLF) UTF-8

12:51 AM
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27.Copy the file from Desktop and paste itinto Local Disk (I:). Close the window.

== Local Disk (1) = o X

® New - X 0 m & B W MNsn

View R

& v 4 == 3 ThisPC » Local Disk () v O O Search Local Disk {I:)

-

[ Desktop » Mame Date modified Type Size

4 Downloads # |;| Test.bet 4/12/2022.12:51 AM Text Document 1 KB
= Documents #
P4 Pictures  #

& Music

u Videos
> @ OneDrive - Persa

v [l This PC
> Gl Desktop
» & Documents
» 4 Downloads
> @ Music
> A Pictures

> u Videos

3 e Local Disk [{5]

> e Mew Volume (E
> == Local Disk (I

1item 1 item selected 34 bytes E O
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28. Switch to the VeraCrypt window, click Dismount, and then click Exit.

c_ , . N, 00
. % VeraCrypt — x
A

e I_\u’olumes System  Favorites Tools Settings Help Homepage )

Drive  Volume Size  Encryption Algorithm Type

] A

WEZEE
A | 2

-=iG:

1 C:\Users\AdminiDesktopMyVolume

Create Volume Volume Properties...

Vaolume

| C:\Users\Admin\DesktopMyVolume e Select File...

VeraCrypt

B never save history Volume Tools. .. Select Device...

Dismount | Auto-Mount Devices | Dismount All | Exit
| |

EoEO=eEeld 6 « ~Oe M e
29.The l: drive located in This PC disappears.

This lab is used to demonstrate that, in cases of system hacks, if an attacker manages to
gain remote access or complete access to the machine, he/she will not be able to find the
encrypted volume-including its files-unless he/she is able to obtain the password. Thus, all
sensitive information located on the encrypted volume is safeguarded.

30. This concludes the demonstration of performing disk encryption using VeraCrypt.

31. Close all open windows and document all the acquired information.




Task 2: Perform Disk Encryption using BitLocker Drive Encryption

BitLocker provides offline-data and OS protection for your computer, and helps to ensure
that data stored on a computer that is running Windows® is not revealed if the computer is
tampered with when the installed OS is offline. BitLocker uses a microchip that is called a
Trusted Platform Module (TPM) to provide enhanced protection for your data and to preserve
early boot-component integrity. The TPM can help protect your data from theft or

unauthorized viewing by encrypting the entire Windows volumes.

Here, we will perform disk encryption using BitLocker Drive Encryption.

O

1. Click Searchicon (

the Manage Bitlocker appears in the results, click Open to launch it.

£ manage|BitLocker

a: Al Apps Documents  Web

Saeplts
(GO
Best match

a I o Manage BitLocker

{FiTeror] ™ Control pane

g "

- ¥ A Computer Management
et 0

» Internet Information Services (lI5)
Manager

‘ Settings
‘ 5!‘ Manage user certificates
5= Device Manager
;}!‘ Manage network passwords
Search the web

D manage - See web results

@

0

4

Manage BitLocker

Control panel

Cpen

i O EHO

= ¢\ ¢

) on the Desktop. Type managein the search field,

1.00 AM
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2. The BitLocker Drive Encryption window appears; click the New Volume (E:)
BitLocker off option under the Fixed data drives section.

B Bitl acker Drive Encryption — (] X

T 2@@ » Control Panel » System and Security » BitLocker Drive Encryption w & £

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker,

Operating system drive
C: BitLocker off

== #y Turn on BitLocker

Fixed data drives

New Volume (E) BitLocker off

Removable data drives - BitLocker To Go

Insert a removable USE flash drive to use BitLocker To Go.

¥y TPM Administration
®y Disk Management

Privacy statement
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3. Clickthe Turn on BitLocker option under New Volume (E:) BitLocker off.

é{% BitLocker Drive Encryption

T é’@y » Control Panel > System and Security » BitLocker Drive Encryption < C

Control Panel Home

Seealso
) TPM Administration
®y Disk Management

Privacy statement

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker,

Operating system drive
C: BitLocker off

== ®% Turn on BitLocker

Fixed data drives
New Volume (E) BitLocker off

® Turn on BitLocker
r—

Removable data drives - BitLocker To Go

Insert a removable USE flash drive to use BitLocker To Go.

ZBOoEO=CE 6 =

~ e

103 AM

4/12/2022
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4. The BitLocker Drive Encryption (E:) wizard appears; check the Use a password to
unlock the drive checkbox.

5. Type the password in the Enter your password field and re-type the password in
the Reenter your password field; then, click Next (Here, the password entered
is test@123).

T é'@gu » Control Panel > System and Security » BitLocker Drive Encryption s & R

Control Panel H x ; g
e m T BitLocker Drive Encryption

% BitLocker Drive Encryption (E:)

Choose how you want to unlock this drive

B Use a password to unlock the drive

Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbols.

Enter your password PTTTTTY TS

Reenter your password uuuu|

|| Use my smart card to unlock the drive

You'll need to insert your smart card, The smart card PIN will be required when you unlock the drive.

Next | Cancel

® TPM Administration
®y Disk Management

Privacy statement
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6. The How do you want to back up your recovery key? step appears; click Save to a
file from the available options.

T 2@ » Control Panel » System and Security » BitLocker Drive Encryption

Control Panel Home

o
BitLocker Drive Encryption

&« f{i@l BitLocker Drive Encryption (E:)

How do you want to back up your recovery key?

0 Some settings are managed by your system administrator,

If you forget your password or lose your smart card, you can use your recovery key to access your drive.

— Save to your Microsoft account

—> Save to a USB flash drive

—) Save to a file

—> Print the recovery key

How can | find my recovery key later?

Mext Cancel
ee also

) TPM Administration
®y Disk Management

Privacy statement
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The Save BitLocker recovery key as window appears; keep the save location set
to This PC --> Documents and click Save.

8. Click Next in the How do you want to back up your recovery key? step.

In the Choose how much of your drive to encrypt step, select the Encrypt entire
drive (slower but best for PCs and drives already in use) button, and click Next.

T i'\ku » Control Panel > System and Security » BitLocker Drive Encryption Search Control Panel gl

2]
Control Panel H x ; g
e m T BitLocker Drive Encryption

= ‘.‘Fi:ie' BitLocker Drive Encryption (E:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. Bitlocker encrypts new data automatically as you add it

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

() Encrypt used disk space only (faster and best for new PCs and drives)

© Encrypt entire drive (slower but best for PCs and drives already in use)

Mext | Cancel

® TPM Administration
®y Disk Management

Privacy statement
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10.In the Choose which encryption mode to use step, ensure that the Compatible

mode (best for drives that can be moved from this device) option is selected, and
click Next.

o =% > Control Panel > System and Security » BitLocker Drive Encryption w (&) Search Control Panel g el
¥ ty P

2]
Control Panel H x ; g
e m T BitLocker Drive Encryption

= ‘_‘FEW BitLocker Drive Encryption (E:)

Choose which encryption mode to use

Windows 10 (Version 1511) introduces a new disk encryption mode (XT5-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows,

If this i a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode,

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version
1511) or later, you should choose the new encryption mode

(") Mew encryption mode (best for fixed drives on this device)

© Compatible mode (best for drives that can be moved from this device)

Mext Cancel

® TPM Administration
®y Disk Management

Privacy statement

4/12/2022
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11.In the Are you ready to encrypt this drive? step, click Start encrypting to encrypt
the selected drive.

4 2@ » Control Panel » System and Security » BitLocker Drive Encryption o4 & Search Control Panel »

Control Panel Home

o
BitLocker Drive Encryption

&« f{i@l BitLocker Drive Encryption (E:)

Are you ready to encrypt this drive?
You'll be able to unlock this drive using a password,
Encryption might take a while depending on the size of the drive.

Until encryption is complete, your files won't be protected.

Start encrypting Cancel

¥y TPM Administration
®y Disk Management

Privacy statement

II;OLEHQ;Q&C:‘&%]E{ 1:29 AM
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12.The BitLocker Drive Encryption pop-up appears, showing the Encrypting... status.

T %y » Control Panel > System and Security » BitLocker Drive Encryption s & R

Control Panel H x ; :
e m T BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker,

Operating system drive

C: BitLocker of*
JrfB@l BitLocker Drive Encryption *

[ [ ]
[ || r
D | < Encrypting.

Dirive E: 4.5% Completed

Fixed data drive |
New Volume { Close

L Manage Bitl ocker
_-T L Change password
% Remove password
5 Add smart card
5 Turn on auto-unlock
#y Turn off BitLocker

Removable data drives - BitLocker To Go
Insert a removable USE flash drive to use BitLocker To Go,
Seealso
) TPM Administration
#y Disk Management

Privacy statement Microsoft Edge
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13. After the completion of the encryption process, the Encryption of E:
complete notification appears; click Close and Restart the machine.

T 2@ » Control Panel » System and Security » BitLocker Drive Encryption w & £

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker,

Operating system drive
C: BitLocker of*

1] , ;
= e % Encryption of E: is complete.
¥

Fixed data drive lﬂ]

MNew Volume { Manage Bitl ocker

ra—, #y Back up your recovery key
-_'P Change password

5 Remnove password

%y Add smart card

) Turn on auto-unlock

9 Turn off BitLocker

Removable data drives - BitLocker To Go

Insert a removable USE flash drive to use BitLocker To Go.

) TPM Administration
®y Disk Management

Privacy statement
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14. After the system reboots, click Ctrl+Alt+Delete to activate it. By default, Admin user
profile is selected, type Pa$$wOrd in the Password field and press Enter to login




15. Open File Explorer and click This PC from the left pane.

16.You can observe that Local Disk (E:) is now encrypted; double-click and the Local
Disk (E:) security pop-up appears at the top-right corner of Desktop

17.Type the password you provided in Step#5 and click Unlock.

Here, the password is test@123.

w1 Quick access
@ Desktop 4
4 Downloads #
= Documents #
P9 Pictures &
@ Music

& Videos

» @ OneDrive - Perso

v [ ThisPC
> @l Desktop

» & Documents
» L Downloads
> @) Music

» A Pictures

Siterns 1 itemn selected

« = ~ 4 W> ThisPC

~ Folders (6)

-
Downloads
B Pictures

~ Devices and drives (3)
== Local Disk (C:)
fo—

15.6 GB free of 40.2 GE

| Local Disk (&)

L8

EocEOo=Cao

BitLocker (E;)

Enter password to unlock this drive.

T sort ~ 2= v | sessssse

9

v G | More options

E Docume
Music
u Videos

& DVD Drive (D:)

(]

1:36 AM
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If the Local Disk (E:) pop-up appears at the top-right corner of the window. Click the Open
folder to view files option to view the disk content.

18.The New Volume (E:) window appears displaying the disk content, as shown in the
screenshot.

The disk will remain unlocked until the next time you restart the system.

New > LD EI] Tl sort 2= View ~ NEW VOlume (E)
Choose what to do with removable drives.
& « 4 > ThisPC »
m Configure storage settings
Settings
e Quick access v Folders (6) g

O Deskiop  # a Desktop 7 Documents Open falder to view files
File Explorer

4 Downloads #

5 - Music Pictures Take no action
= Documents #

A Pictures  # ~ Devices and drives (3)

@) Music - Local Disk (C:) DVD Drive (D) et N-eonEumE(E)
s | o=

3 Videos 16.2 GE free of 40.2 GB E 34.4 GB free of 390 GB

> @ OneDrive - Persa

~ [l This PC
> [l Desktop
> = Documents
» 4 Downloads
> @ Music
> A Pictures

> U Videos

5 e Local Disk (C3)

3w New Volume (B

m|

EocEO=C®@ ~de e

Gitems 1 item selected



19.This concludes the demonstration of performing disk encryption using BitLocker
Drive Encryption.

20. Once, you are done with this task; you must turn off BitLocker to decrypt the New
Volume (E:) disk.

21.To do so, open the BitLocker Drive Encryption window, click New Volume
(E:) BitLocker on and from the options click Turn off BitLocker.

T é'@@l » Control Panel > System and Security » BitLocker Drive Encryption s & R

Control Panel H x ; :
e m T BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker,

Operating system drive
C: BitLocker off

== 9 Turn on BitLocker
-]
BitLocker Drive Encryption x

Fivad dsta diive Turn off BitLocker

» Wour drive will be decrypted. This might take a long time, but
New Volume ( you can keep using your PC during the decryption process.

| Turn off BitLocker Cancel
-4 ¢

% Remove password
= Add smart card
5 Turn on auto-unlock

Removable data drives - BitLocker To Go
Insert a removable USE flash drive to use BitLocker To Go,
® TPM Administration
®y Disk Management

Privacy statement Microsoft Store
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22.The BitLocker Drive Encryption pop-up appears; click Turn off BitLocker.

T %y » Control Panel > System and Security » BitLocker Drive Encryption s &

Control Panel H x ; :
e m T BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker,

Operating system drive
C: BitLocker off

=. 9 Turn on BitLocker

BitLocker Drive Encryption x
Fixed data drive Turn off BitLocker

\ Your drive will be decrypted. This might take a long time, but
New Volume { you can keep using your PC during the decryption process.

= Turn off BitLock Cancel
urn o OCKEer ancel

% Remove password
= Add smart card
5 Turn on auto-unlock

%1

Removable data drives - BitLocker To Go
Insert a removable USE flash drive to use BitLocker To Go,

Seealso
) TPM Administration
#y Disk Management

Microsoft Store

SPuEOocCo =

Privacy statement

~

10:01 PM
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23. BitLocker initiates the decryption process. Wait for it to complete.

&% BitLocker Drive Encryption

T %y » Control Panel > System and Security » BitLocker Drive Encryption w ¢

Control Panel H x ; :
e m T BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker,

Operating system drive
C: BitLocker off

== ®% Turn on BitLocker

Fixed data drives

New Volume (E) BitLocker Decrypting

Removable data drives - BitLocker To Go

Insert a removable USE flash drive to use BitLocker To Go.

%‘g BitLocker Drive Encryption Notification Ut...

Seealso
) TPM Administration
®y Disk Management

information
Privacy statement Microsoft Edge
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Decryption in progress
Decryption of E; by BitLocker Drive
Encryption has started. Click for more

1:49 AM
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If after the completion of decryption process, the Decryption of E:is complete pop-up

appears; click Close.

24.The New Volume (E:) decrypts successfully.

25. Close all open windows and document all the acquired information.
Question 20.4.2.1

Use BitLocker to encrypt a disk volume. Which encryption mode is suitable for the drives

that can be moved?



Task 3: Perform Disk Encryption using Rohos Disk Encryption

Rohos Disk Encryption creates hidden and password-protected partitions on a computer or
USB flash drive, and password protects/locks access to your Internet applications. It uses a
NIST-approved AES encryption algorithm with a 256-bit encryption key length. Encryption is
automatic and on-the-fly.

Here, we will use the Rohos Disk Encryption tool to perform disk encryption.

1. In the Windows 11 machine, navigate to E:\CEH-Tools\CEHv12 Module 20
Cryptography\Disk Encryption Tools\Rohos Disk Encryption and double-
click rohos.exe.

If a User Account Control pop-up appears, click Yes.
2. The Select Setup Language dialog box appears; click OK.

3. The Setup - Rohos Disk Encryption window appears; read the instruction and
click Next.

4. Follow the steps and install the application using all default settings.

5. After the completion of the installation, Completing the Rohos Disk Encryption
Setup wizard appears; ensure thatthe Launch Rohos Disk checkboxis checked and
click Finish.

If User Account Control pop-up appears, click Yes.

User Account Contral

Do you want to allow this app to make

changes to your device?

Rohos Software

Verified publisher: SAFEJKA SRL
File origin: Hard drive on this computer

Show more details




6. The Rohos Disk Encryption main window appears; click Create new disk...

a8

. Rohos Disk Encryption

Rohos disk is not created as yet.

Open exisiting disk...

Encrypt Folder

Choose OneDrive,Google, DropBox or other
location to create encrypted folder. Access
W

Create Backup
Backup encrypted disk manually or setup
automated backup options

Encrypt USB drive
Create protected partition on your USE flash
drive.

Options
Setup disk auto start, disconnect hotkeys and

other options.

= Jetup authentication key
Setup hardware authentication key for secure
access to Rohos disk,

® Open existing. ..
m Create Rohos Disk .., | Hide Rohos Disk
= Encrypt Application

m O EOC @@ O

~

S48 AM
4/12/2022



7. The Create new Rohos disk window appears; click Change... to modify the size of
the encrypted disk.

Rohos disk is not created as yet.
Create new disk... | Open exisiting disk. ..
Create new Rohos disk X

Creating encrypted virtual drive. Rohas &
automatically has defined virtual drive configuration,
B nerypt B howewer you can change it.

! a Choose Onell 4 0 g " iect hotkeys and
? g location to o Encrypted Rohos.di (00 Megabytes, disk letter Rz, Disk container
; T i ]
e e - Create B| Spedfy a new password to access the disk: ) key
~  Backup encry || | n key for secure
automated bi

Confirm password:

é Encrypt U | 3
gr_eate Prot® [ | Make a shortout to the disk on your desktop 7 Disk
- rive.

Learn more... Create disk | |
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8. The Disk details wizard appears; modify the disk size to 10in the Disk Size (in
Megabytes) field and leave all other settings to default; then, click OK.

Rohos disk is not created as yet.

I ﬁ Create new disk Dick details %
ai

It .

Disk letter: R: w S
[ S
Encrypt R Disk Size fin Megabytes]: 10
| a Choose Onel iskeSiee integabotesl _— ect hotkeys and
ol \xﬁahcn B File aystem: MTFS w
i Create B| | Encruption algorithr: AES25E v ) key
il DI - Backup Encrf n key for secure
automated bi

Encrypted data will be stored in this container file:

= Encrypt
8 e pm;; EAUsersAdmintocisk. i
drive.

30-day trial period. 34

5 Disk

Free space on the disk drive[s): C: 16.0 GE, E: 344 GE.

Cerce
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9. Provide a password in the Specify a new password to access the disk field and
retype it into the Confirm password field; then, click Create disk button (Here, the
password provided is test@123).

Rohos disk is not created as yet.
Create new disk.., | Open exisiting disk...
Y - Create new Rohos disk X
m Creating encrypted virtual drive. Rohas ﬂ .
automatically has defined virtual drive configuration,
P E nerypt F however you can change it.
¥ a Choose Onell lect hotkeys and
P e location to cr Encrypted Rohos disk size 10 Meaabytes, disk letter R: . Disk container
A Wae path: rdisk.rdi . [Change.. ]
&iﬂﬁﬁ. Create B Spedfy v dto the disk: key
m - m . eate B Spedfy a new passwor: access the disk: ) Key
Backup encry |..|.o|.. | n key for secure
automated b o passward:

a Encrypt il .
gr_aabe protel [ Make a shortcut to the disk on your desktop |
- rve.

30-day trial period. 3EI O Help...

Learn maore i Cancel

T EE ~Oe e



10. Wait until the encrypted volume is created. The time to create the encrypted volume
depends upon the size you specified under the Disk Size option: if large, it will take a

long time to create the volume.

11.0n creating the encrypted volume, the Encrypted Disk (R:)window appears,
displaying the default disk content, as shown in the screenshot.

== Encrypted Disk (R:)

{'_;') Mew Tl sort

I == 3 ThisPC » Encrypted Disk (R:)

-~

= Documents # Name

P4 Pictures # Autorun

20 Music Documents
3 videos Program Files

Shorteuts
> @ OneDrive - Personal

~ [l This PC
> [l Desktop
= Documents
4 Downloads
> &P Music
> N Pictures
> M@ Videos
3 e Local Disk (C:)
3w Mew Volume (E:)

> == Encrypted Disk (R:)

> '@l Network

4 items

m P DO €\ o

= View

Date modified

4/12/2022 3:55 AM
4/12/2022 9:55 AM
A/12/2022 §:55 AM

Tpe
File folder
File folder
File folder

File folder

Search Encrypted Disk (R:)

Size

Eo

956 AM
~ 411272022 1]



12.The Disk is connected notification appears at the top section of the Rohos Disk

Encryption window.

This drive appears only when you are connected to Rohos Disk Encryption, and disappears

when you exit.

W . Rohos Disk Encryption i v
Disk is connected. Encrypted Disk {R:)

2 ﬁ Size: 7,99 MB. Free space: 4.21 MB.
. Disconnect  Browse  Tools..
A

-a— Encrypt Folder Options
'_ Choose OneDrive,Google, DropBox or other Setup disk auto start, disconnect hotkeys and
o location to create encrypted folder. Access other options.
A W,
e Create Backup = Jetup authentication key
tilia -_ Backup encrypted disk manually or setup Setup hardware authentication key for secure
automated backup options access to Rohos disk.

Encrypt USB drive ® Open existing. ..

a Create protected partition on your USE flash m Create Rohos Disk .., | Hide Rohos Disk
drive. = Encrypt Application

30-day trial period. 30 days left. Purchase License. Getregistered

957 AM

== D L m D u’? & a = & L“—:‘? Eb 4/12/2022 a



13. If you wish to conceal any important files/directories from anyone accessing your
system, you can place them in this drive and access them whenever required (by

launching Rohos and entering the password).

14. Now, we shall place a text file in Encrypted disk (R:). To do so, create a text file
on Desktop and name it Test. Open the file and insert text.

15. Click File in the menu bar and click Save.

B Testixt- Notepad

File Edit View

New Ctrl=N #2323
Mew window Ctrl=+Shift+M
Open Ctrl=0
Save Ctrl+5
Save as Ctrl+5hift+5
Page setup
Print Ctrl+P
Exit
n1, Col 32

P [HO

Windows {CRLF) UTF-8

10:01 AM
~ 411272022 1]



16. Copy the file from Desktop and paste into Encrypted Disk (R:). Close the window.

== Encrypted Disk (R:) — o x

@ New - % (] [ =D = ] Tl sort = View -~ aee

I == 3 ThisPC » Encrypted Disk (R} » o 12 O Search Encrypted Disk (R:)

L

-~

2 Documents + MName Date modified Type Size

A Pictures # = Autorun 4712/ File folder

9 Miie ~ Documents File folder

~ Program Files 471272022 %:55 AM File folder

3 Videos
Shortcuts

File folder

> @ OneDrive - Personal
5] Testixt 4/12/2022 10:02 AM Text Document 1KB

~ [l This PC
> [l Desktop

» & Documents
» 4 Downloads

> @ Music

> A Pictures

> M@ Videos

5 e Local Disk (C2)

3w Mew Volume (E)

> == Encrypted Disk (R:)

> '@ Network

Sitemns 1 item selected 31 bytes E O

MmO EHOS@\ o AT e @



17.Switch to the Rohos Disk Encryptionwindow and click Disconnectto
dismount Encrypted disk (R:).

W . Rohos Disk Encryption = X

Disk is connected. Encrypted Disk {R:)

! ﬁ zes Z.99 MB. Free space: 4.20 MB.,
- Browse Tools...
A

Encrypt Folder

Choose OneDrive, Google, DropBox or other
location to create encrypted folder. Access
W

Create Backup
Backup encrypted disk manually or setup
automated backup options

Encrypt USB drive
Create protected partiion on your USE flash
drive.

Options
Setup disk auto start, disconnect hotkeys and
other options.

== Setup authentication key
Setup hardware authentication key for secure
access to Rohos disk,

=m Open existing. ..
m Create Rohos Disk ., | Hide Rohos Disk
® Encrypt Application

30-day trial period. 30 days left. Purchase License. Getregistered

mOoPu EOoOSCwE O

A Q%

10:103 AM
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18. A notification appears stating Primary Rohos disk is not connected at the top of
the Rohos Disk Encryption window. To mount the disk again, click the Connect

disk option.

W . Rohos Disk Encryption i v

Primary Rohos disk is not connected.

* ﬁ Connect disk
g .

Itz
-—a Encrypt Folder a Options
'_ Choose OneDrive, Google, DropBox or other Setup disk auto start, disconnect hotkeys and
o location to create encrypted folder. Access other options.
A W,
i Create Back == Setup authentication key
il e - Create Backup etup authentication key
~  Backup encrypted disk manually or setup Setup hardware authentication key for secure
automated backup options U access to Rohos disk.

Encrypt USB drive ® Open existing. ..

Create protected partition on your USE flash m Create Rohos Disk .., | Hide Rohos Disk
drive. = Encrypt Application

30-day trial period. 30 days left. Purchase License. Getregistered

= orEOo=e® L ~De 25N



19. The Rohos pop-up appears; type the password you provided in Step#6 into the Enter
password to access Rohos disk field and click OK.

Here, the password is test@123.

Primary Rohos disk is not connected.

ﬁ Connect disk
g >

5 Rohos X
It ! T ——
o | oo Enier password to access Rohos disk: i
“a— EncryptF S5F  [sessesss e
| Choose Onel 5 ~ |hotkeys and
i location to art
Zal W,
Sl |
T Create Bj ey
il DI -_ Backup ency ey for secure

automated bi

Cancel Options >

ENCrypt L -

ﬂ Create protected partition on your USE flash L] Er'eahe Rohos ask «++ | Hide Rohos Disk
drive. ® Encrypt Application

30-day trial period. 30 days left. Purchase License. Get registered
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20.The Disk is connected notification appears in the Rohos Disk Encryption window.

Click Browse to explore the disk content.

.. Rohos Disk Encryption

Disk is connected. Encrypted Disk {R:)

ﬁ Size: 7.99 MB, Free space: 4.20 MB.
- Disconnect Tuols...

a Encrypt Folder

Choose OneDrive, Google, DropBox or other
location to create encrypted folder. Access
W

- Create Backup

Backup encrypted disk manually or setup
automated backup options

Encrypt USB drive
Create protected partiion on your USE flash
drive.

Options
Setup disk auto start, disconnect hotkeys and
other options.

== Setup authentication key
Setup hardware authentication key for secure
access to Rohos disk,

=m Open existing. ..
m Create Rohos Disk ., | Hide Rohos Disk
® Encrypt Application

30-day trial period. 30 days left. Purchase License. Getregistered

m o EOCBE AL

A Q%

10108 AM
41242022



21.The Encrypted Disk (R:) window appears; you can see the Test.txt file that was
pasted onto the disk earlier, as shown in the screenshot.

== Encrypted Disk (R:)

@ New Tl sort = view

&« ~ I == 3 ThisPT » Encrypted Disk (R:) v g - Search Encrypted Disk (R:)

~
= Documents & MName Date modified fype Size

P8 Pictures + Autorun File folder

@ Music Documents File folder

w Videos

Prograrm Files 4/12/2022 %55 AM File folder

Shortcuts 4/12/2022 %55 AM File folder

> @ OneDrive - Personal
|E] Testixt 41242022 10:02 AM

Text Document 1 KB
v [l This PC
> [l Deskiop
= Documents
_4:_ Downloads
> &) Music
> N Pictures
» w Videos
> e Local Disk (C3)
> = Mew Volume (E)

» == Encrypted Disk (R:)

b h MNetwork

|E|:|

5 itemns
1010 AM

== D L m D —: é ﬂ - & L-‘—:? ﬂe 4f12/2022 o

22.You can access the disk content and further add, delete, and modify the files. After
making the intended changes, click Disconnectagain in the Rohos Disk

Encryption window to dismount the disk.



)!: - A — i
MIE ... Rohaos Disk Encryptian = P
Disk is connected. Encrypted Disk (R:)
zea L99MB. Free space: 4.20 MB.
- Browse  Tools...
A
-‘a—'- Encrypt Folder Options
'_ Choose OneDrive,Google,DropBox or other Setup disk auto start, disconnect hotkeys and
" location to create encrypted folder, Access other options.
A W,
Wm@g - Create Backup == Setup authentication key
- Backup encrypted disk manually or setup Setup hardware authentication key for secure
automated backup options access to Rohos disk,

' Encrypt USB drive = Open existing. ..
& Create protected partition on your USE flash = Create Rohos Disk ... | Hide Rohos Disk
drive. = Encrypt Application

-1 30-day trial period. 30 days left. Purchase Licenze. Get registered

H o EO €@ L AT BN

You can also use the Encrypt USB drive option to share sensible information with someone
via USB. You can use this application to store the files in an encrypted disk and share the
password with that person. The person with whom you want to share the files can access
them only after entering the correct password. This way, you can protect the files from being
viewed by a third person and thereby safeguard them.

23.This concludes the demonstration of performing disk encryption using Rohos Disk

Encryption.
24.You can also use other disk encryption tools such
as FinalCrypt (http://www.finalcrypt.org), Seqrite Encryption

Manager (https://www.seqrite.com), FileVault (https://support.apple.com),
and Gillsoft Full Disk Encryption (http://www.gilisoft.com) to perform disk
encryption.

25. Close all open windows and document all the acquired information
Question 20.4.3.1

Perform disk encryption using Rohos. Which encryption algorithm is used in Rohos?



InstructionsResources
Lab 5: Perform Cryptanalysis using Various Cryptanalysis Tools
Lab Scenario

Attackers tend to focus on easy to compromise targets. Therefore, in order to attain
maximum network security, strong encryption is needed for all the traffic placed onto the
transmission media, no matter the type and location: if an attacker wishes to break into an
encrypted network, he/she faces decrypting a whole slew of encrypted packets, which is a
difficult task. Therefore, the attacker is likely to try and find another target that is easy to
compromise or will simply abort the attempt. Using the latest encryption algorithms
provides a strong layer of security to an organization.

As a professional ethical hacker or pen tester, you should possess the required knowledge
to investigate the security of cryptographic systems. In order to confirm the security of the
cryptographic systems, you must implement various cryptography attacks to evade the
system's security by exploiting vulnerabilities in codes, ciphers, cryptographic protocols, or
key management schemes.

In this lab, you will learn how to compromise cryptographic systems using various
cryptanalysis techniques and tools that help in breaching cryptographic security.

Lab Objectives
e Perform cryptanalysis using CrypTool
e Perform cryptanalysis using AlphaPeeler
Overview of Cryptanalysis
Cryptanalysis can be performed using various methods, including the following:

e Linear Cryptanalysis: A known plaintext attack that uses a linear approximation to
describe the behavior of the block cipher

« Differential Cryptanalysis: The examination of differences in an input and how this
affects the resultant difference in the output

o Integral Cryptanalysis: This attack is useful against block ciphers based on
substitution-permutation networks and is an extension of differential cryptanalysis



Task 1: Perform Cryptanalysis using CrypTool

CrypTool is a freeware program that enables you to apply and analyze cryptographic
mechanisms, and has the typical look and feel of a modern Windows application. CrypTool
includes a multitude of state-of-the-art cryptographic functions and allows you to both learn
and use cryptography within the same environment. CrypTool is a free, open-source e-
learning application used in the implementation and analysis of cryptographic algorithms.

Here, we will use the CrypTool tool to perform cryptanalysis.

0O

1. Click Searchicon ( ) on theDesktop. Typecrypin the search field,
the CrypTool appears in the results, click Open to launchiit.

If a User Account Control pop-up appears, click Yes.

-
L ¥
£ aryglrool
;-: All Apps Documents Web Mare 8?
{Sleleis] =
et
Best match
% CrypTool Q
{EITErox] I App
Apps CrypTool
App
@ Presentation >
Settings 7 Open
‘ S Virus & threat protection > 8 Run as administrator
. . [ open file location
‘ % Reputation-based protection >
s?  Pinto Start
S h th b
earc ewe $P  Pinto taskbar
L2 cryp - See weh results > W Uninstall
O cryptocurrency >
O crypto news b
D cryptocurrency prices b

O EDODaCa % 4aaen ©



2. The CrypTool main window appears with a How to Start window. Check the Don't
show this dialog again checkbox and click Close.

 How to Start P [y =

File
Analy

s O L Eﬂﬂ"’-@ﬁ ;?%435;32{?;;6



3. The CrypTool window appears; close the startingexample-en.txt window.

CrypTool 1.4.42 - startingexample-en.txt
File Edit Miew Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures  Analysis Options Window Help

Dc|e WS »[Ee] &5 2]

||Starting example for the CrypTool version family 1.x (CT1)

Remark:

The successor versions of CT1 (called CT2, JCT and CTO)

now offer a significantly wider range of functionality than CT1. |

In CT1 anly errors will be corrected. Please use the newer
|versions of CrypTool little by little. )

Press F1 to obtain help. L1 c1pa 0 oM
HovEOo=ca@ SRy @



4. Click the File option from the menu bar and select New to create encrypted data.

CrypTool 1.4.42 - 8 x
File Edit View Encrypt/Decrypt Digital Signstures/PKl Indiv. Procedures Analysis Options Window Help

Oper... Ctrl+ 0
Close Ctri+F4
Save Ctrl+S
Save as.,,

Document Properties... Ctri+D
Print,.. Ctri+P
Print Setup...

Recent Files

Exit

0 hom[
EouEOo=CcaE@ T Y »

Creates a new document.



5. The Unnamed1 notepad appears;insert some textinto the file. You will be encrypting
this content.

6. From the menu bar, click Encrypt/Decrypt and navigate to Symmetric (modern) --
>RC2....

RC2 is a symmetric-key block cipher. It is a 64-bit block cipher with variable key size and
uses 18 rounds.

CrypTool 1.4.42 - [Unnamed1] - 8 %
';f' File Edit Y¥iew Encrypt/Decrypt Digital Signatures/PKl  Indiv. Procedures  Analysis Options Window Help - 8 %
ng”' B u]@ Symmetric (classic) »
CrypTool is a freewan 12ER the typical look-and-feel of a modemn Windows application. |
Asymmetric » B2
Hybrid H RCA...
DES (ECB)...
DES (CBC)...
Triple DES (ECB]...
Triple DES (CBC)..
AES (CBC).. Shift + Strg + R
Further Algorithms »

AES (self extracting)...

Encryption / decryption with RC2 L1 G163 Pi163 |NUM

i O O -C8

818 AM

& % 4/26/2022 L



7. The Key Entry: RC2 dialog box appears; keep the Key length set to default (8 bits).

8. In the text field below Key length, enter 05 as hexadecimal characters, and
click Encrypt.

The chosen hexadecimal character acts as a key that you must send to the intended user
along with the encrypted file.

';f' File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv, Procedures
D|=|ei (@S| &m@| || 2]

CrypTool is a freeware program which enables you to apply and analyze cryptographic mechanisms. It has the typical look-and-feel of a modern Windows application.

Analysis  Options  Window Help

Key Entry: RC2 X

Erter the key using hesadecimal characters (0.9, &.F).

Key length; |8 bits Lj

os
Encrypt Decrypt Cancel

Press F1 to obtain help, L1 G163 Pi163 NUM

ZEovEOowed@ Te 20



9. The RC encryption of Unnamed1 notepad file appears, as shown in the screenshot.

CrypTool 1.4.42 - [RC2 encryption of <Unnamed1>, key <05>] - a X
';‘:zl' File Edit Y¥iew Encrypt/Decrypt Digital Signatures/PKl  Indiv. Procedures  Analysis Options Window Help o | R

D|=|af[C| 5] [5=0] £l 2V

goooooon  Be BD 3B E6 &0 4B 15 D& 24 92 04 C9 54 B2 13 ED 7C 55 9E 9C 91 BED 17 ED C2 7E
ooo0oolc  AS AE 72 92 F4 6E 2C FE 2D D3 Cl1 6C 21 EA 99 95 3C 45 D8 DD C3 19 8D 02 18 EE 12 3B
oooooo3s 7E AC D1 AE A1 05 59 E4 6D 1A AA FF FF 92 A1 39 A3 53 A4 95 A1 DS 26 44 Ce 60 FO &C

00000054 AD 66 34 85 F1 15 E3 D1 75 B7 B0 BF 50 EF 62 99 81 64 8D A2 F4 A5 12 00 81 20 A0 95 i SRR T S B R {,
00000070 24 D9 A3 28 CD 2B E5 EE BY 14 CB 44 4F Ak 84 BA S FS5 0C 92 66 EC 33 CB 22 31 47 14 = . {.+.....DO ..Z ..f.3 "1G.
0000008C 1B 13 9E 28 76 AC 44 74 85 O0F 5C 82 A5 66 18 3D 3C EA DC 41 DD BO F7 98 21 24 F2 50 oo (w DeooN f =< AL ISP
00000048

Press F1 to obtain help, | Fpi A i OVR NUM

B o IO CSE T % e ©

12|



10.To save, click File in the menu bar and select Save.

CrypTool 1.4.42 - [RC2 encryption of <Unnamed1>, key <05>]

';‘:zl' File Edit Y¥iew Encrypt/Decrypt Digital Signatures/PKl  Indiv. Procedures  Analysis

|

Mew Ctri+MN
Open... Ctrl+ 0
Close Ctrl+F4
Save Ctrl+5
Save gs...

Document Properties... Ctrl+D
Print Setup...

Exit Alt+F4

Saves the active document

— [m] X
Options  Window Help || || 26
ILid

15 D& 24 92 04 C9 54 B2 13 ED 7C 55 9E 9C 91 ED 17 ED C2 7E . ..... K.,= .. . |U,. 12
2D D3 C1 6C 21 EA 99 95 3C 45 D3 DD C3 19 8D 02 18 EE 12 3B Tlpsa Bl anas 5
6D 14 AA 7F FF 92 A1 39 A3 53 24 95 A1 DS 26 44 C6 60 FO BC & [iEc] &J 1
75 B? 50 BF 50 EF 62 99 81 64 8D A2 F4 AE 12 00 81 20 A0 95 R R S S B R i v
BY 14 CB 44 4F AA BA BA 5A& F5 0C 92 66 EC 33 CB 22 31 47 14 ® o Caboaana DO an Bl a 0 316
85 OF 5C 82 A5 66 18 3D 3C EA DC 41 DD BO F7 98 21 24 F2 50 (w.Dt..~. . f.=¢<. 4. ... I%.F

ETCY P OVR NUM

] = = . 819 AM
B O O - CB & % L

4/26/2022



11.The Save As window appears; choose the save location (here, Desktop) and
click Save.

The file name may differ when you perform the task.

Ch File Edit View

D||af | F| S

Encrypt/Decrypt  Digital Signatures/PKl  Indiv. Procedures  Analysis  Options  Window Help

4 [mle SI7 2

oooooooo Ae BD
oooonoic AR AE
00000038 7E AC
noo00os4  AD 6BR
ooooooz?o 24 D9
noooooec 1B 13
00000048

Press F1 to obtain help.

3B
72
ol
34
A3
9E

E& B0 7F 7F 4B 15 D& 234 92 04 C9 5A B2 13 ED 7C 55 9K 9C 91 BD 17 ED C2 7E

92 F4 6E 2C 7E 2D D3 C1 6C 21 EA 99 95 3C 45 D8 DD C3 19 8D 02 18 EE 12 2B
65
a5 i Save As *
28 1
28 |
&« o A &M > Thi.. » Deskt. v (&)} = Search Desktop
Organize v MNew folder =i o (7]
MName - Date modified Type
v [l This PC
Mo ftems match yoursearch,
> B Desktop :
» = Documents
» < Downloads
> @ Music
> DA Pictures
> i3 Videos
File name: | Cry-RC2-Unnamed1.hex -
Save as type: Binary file (*.hex) A
~ Hide Folders Cancel
BRI

-HDLIIID‘.@&

G b DO Tl o 316G
L=< AL I8P

“[ovR [NUM

8:20 AM
l:'? ‘@ 4/26/2022 o



12. Now, you can send this file to the intended person by email or any other means and
provide him/her with the hex value, which will be used to decrypt the file.

13.To share the file, you may copy the encrypted file (Cry-RC2-Unnamed1.hex)
from Desktop to E:\CEH-Tools\CEHv12 Module 20 Cryptography\Cryptanalysis

Tools\CrypTool.
CrypTool
’:'D New ,}é LD r‘D EI] = @ Tl sort = View
€ v <« CEHv12 Module 20 Cryptography » Cryptanalysis Tools » CrypTool
{8 Deskiop Mame B Date modified

# Cry-RC2-Unnamed1.hex A/26/3022 8:20 AM
) Downloads D Ty

= Documents #
P4 Pictures

£) Music

i3 Videos

> @ OneDrive - Persa

v [l This PC

> Gl Desktop
= Documents
4 Downloads

> &P Music

> N Pictures

> w Videos

5 e Local Disk (C2)

> = Mew Volume (E

> "3 Metwork
litem  1item selected 168 bytes

il Oou [EO

Type

HEX File

cCa M«

Search CrypTaol

8:21 AM

l;? fb 4/26/2022

=0

@



14. Assume that you are the intended recipient (working on Windows Server 2019) of the
encrypted file through the shared network drive and the key to open the encrypted
data was sent to you via an email. Using this, you can decrypt the encrypted data and
see the data in plain-text.

15.Click onWindows Server 2019to switch to the Windows Server 2019,
click Ctrl+Alt+Delete to activate the machine. By default, Administrator profile is
selected, type* Pa$$wOrd*to enter password in the password field and
press Enter to login.

Administrator

Jason

Shiela




16. Navigate to Z:\CEHv12 Module 20 Cryptography\Cryptanalysis Tools\CrypTool,
copy the Cry-RC2-Unnamed1.hex and paste it in the Desktop.

] = | Desktop

“ Home Share

— X
&~ + A4 Bl s ThisPC 5 Desktop

View

~
MName

o Quick access

o
o
b
=1
=
I
©

Size

7 Cry-RC2-Unnamed1.hex 1 KB
Desktop -
& Downloads

1| Documents

&= Pictures

& ThisPC
J 3D Objects

Desktop

|| Documents

% Downloads

J\ Music

&= Pictures

B videos
%, Local Disk (C)
= CEH-Tools [WWIND

¥ Metwork

litemn 1 item selected 168 bytes

4:26 AM

G T % ypemn



17.Click Type here to searchicon on the Desktop. Type crypin the search field,
the CrypTool appears in the results, click on CrypTool to launch it.

] = = ]
“ Home Share View o
&« « /4 B > ThisPC » Desktop v & Search Desktop 2

~
= | b} Filters ~/
Best match
Ink
CrypTool
Deskiop app
Documents

[£ Presentation
Settings

W Virus & threat protection

P
Q2

4:28 AM

G T % ypemnn



18. In the CrypTool window; click File in the menu bar and select Open...

If aHow to Startwindow. Check the Don't show this dialog again checkbox and
click Close.
Close the startingexample-en.txt window.

[&Y CrypTool 1.4.42 — X
|File | Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures  Analysis  Options  Window Help

Ctrl+F4

Close

Save Cirl+S
Save as.

Document Properties. .. Ctri+D
Print.., Ctrl+P
Print Setup...

Recent Files

Exit

‘Opens an existing document



19.The Open window appears; select AUl files(*.*) from the drop-down list in the file
type option, navigate to the location of the file (here, Desktop), select, and then
click Open.

CrypTool 1442
File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options  Window Help

D|s|e|d|S] »[m=8] &5 2]

Open ®
« “ 4 M > ThisPC » Desktop v | | Search Deskiop y-]
Organize New folder =~ @ @

-

[=] Pictures »:0 Name Date madified Type

0 This PC [] Cry-RC2-UnnamedT hex 4262022 820 AM  HEX File
i 30 Objects
I Desktop
Documents
; Downloads
b Music
=] Pictures
i Videos
i Local Disk (C)
== CEH-Tools (WWI

i Metwork v &

File name: | Cry-RC2-Unnamed1.hex V‘ |N"“E'5.{’-“i

[ open




20. From the menu bar, click Encrypt/Decrypt and navigate to Symmetric (modern) -->

RC2...
CrypTool 1.4.42 - [Cry-RC2-Unnamed1.hex] — x
C3 File Edit View Encrypt/Decrypt Digital Signatures/PKl  Indiv. Procedures  Analysis  Options  Window  Help — | K
E@ﬂﬂ_‘ Symmetric (classic) >
oonoooon @ BCo Symmetrc (modem) 2 IDEA.., > 91 BD 17 ED C2 7E E = 7 |U ~
0000001C  AS AE Asymmetric > RCZ... 3 8D 02 18 EE 12 3B Toans Ml cRianis
00000038 7E AC ; 3 26 44 C6 60 FO BC Bl T m 355 &J
00000054 A0 66 Hybrid ? RC4.. i 12 00 81 20 A0 95 f£4 WHBSE R L
gooooo7o 24 D9 a5 o0 LU 4D LD LBEo DI L4 DES (ECB I 33 CB 22 31 47 1A *®* . (.+ Do Z £33 "G
0000008C 1B 13 9E 28 76 AC 44 74 85 OF (ECB).., 1 F7 98 21 24 F2 &0 (w.Dt. N f.=<. .4 5. P

00000048 DES (CBC)...

Triple DES (ECB)...
Triple DES (CBC)...
AES [CBC)... Shift + Strg + R

Further Algorithms ¥

AES (self extracting)...

Encryption / decryption with RC2 L1 1 R OVR INUM




21.The Key Entry: RC2 dialog box appears; leave the Key length set to default (8 bits).

22.In the text field below Key length, enter 05 as hexadecimal characters, and

click Decrypt.
E[ﬂ File Edit /Decrypt  Digital Signat Help
D|=|a|d|] &[%(@ &w 2]W)
00000000 A6 BD 3B E6 80 7F 7F 4B 15 D8 24 92 04 C9 5A B2 13 ED 7C 55 9E 9C 91 BD 17 ED C2 7E E. .= Z | "~
0000001C A5 AE 72 92 F4 6E 2C 7E 2D D3 C1 &C 21 Eh 99 95 3C 45 D8 DD C3 19 8D 02 18 EE 12 3B iy el e R e
00000038 7E AC D1 65 A1 05 59 E4 6D 14 A4 PF FF 92 A1 39 A3 53 A4 95 A1 DS 26 44 C6 60 F0 6C e T N R - L
00000054  AD &6 34 85 F1 15 E3 D1 75 BE7 50 BF 50 EF 62 99 81 64 8D A2 F4 A5 12 00 81 20 A0 95 e BB A { .
00000070 24 D9 A3 28 CD 2B ES EE B9 14 CE 44 4F A4 84 BA G4 F5 0C 92 65 EC 33 CB 22 31 47 14 *oa Lo dpanna DOL g E £.3."15
0000008C 1B 13 9E 28 76 AC 44 74 85 OF 5C 82 A5 66 18 3D 3C EA DC 41 DD BO F7 98 21 24 F2 &0 o fw DElos L f =gl A 5. P
00000048
Key Entry: RC2 X

Erter the key using hesadecimal characters (0.9, A F).

ey length: 8 bits ﬂ
Press F1 to obtain help. L7 1 P69 OVR [NUM




23.The decrypted text appears, as shown in the screenshot:

CrypTool 1.4.42 - [RCZ decryption of <Cry-RC2-Unnamed.hex>, key <052] — X
';f' File Edit Y¥iew Encrypt/Decrypt Digital Signatures/PKl  Indiv. Procedures  Analysis Options Window Help - & x

D|=|ai RS &5 £ 2

CrypTaal is a freeware program which enables you to apply and analyze cryptographic mechanisms. It has the typical look-and-feel of a modern Windaws application.

Press F1 to obtain help, LG Pl [MUM




24. Now, we shall encrypt the data using Triple DES encryption.
25. Click Windows 11 to switch back to the Windows 11 machine.

26.1n the CrypTool window, close Cry-RC2-Unnamed1.hex window. Leave
the Unnamed1 notepad window open.

27.From the menu bar, click Encrypt/Decrypt and navigate to Symmetric (modern) -->

Triple DES (ECB)...
CrypTool 1.4.42 - [Unnamed1] = u] X
& File Edit View Encrypt/Decrypt Digital Signatures/PKl  Indiv. Procedures  Analysis  Options  Window  Help | B |
Ol = & EJ% Symmetric (classic) )
CrypTool is a freewan Sxmimeticimoder) IDEA the typical look-and-feel of a modern Windows appllcatlon.|
Asymmetric H] RCZ...
Hybrid » RC4..
DES (ECE)...
DES (CBC)...
Triple DES (ECE)...
Triple DES (CBC)...
AES (CBC)... Shift + Strg + R
Further Algorithms ¥
AFES (self extracting)...
Encryption / decryption with Triple DES (ECBE mode) LT G163 P:163 MUM

#m O EHO-CBE ™ F o 4o @



28.The Key Entry: Triple DES (ECB) dialog-box appears; leave the Key length set to
default (128 bits (effectively 112 bits)).

29.In the text field below Key length, enter the combinations of 12 as hexadecimal
characters, and click Encrypt.

The chosen hexadecimal characters act like a key that you must send to the intended user
along with the encrypted file.

"f% File Edit View Encrypt/Decrypt Digital Signatures/PKI

D|=lef|Q|S &[%(0] &= 2%

CrypTool is a freeware program which enables you to apply and analyze cryptographic mechanisms. It has the typical look-and-feel of a modern Windows application.

Indiv, Procedures  Analysis Options Window Help

Key Entry: Triple DES (ECRB)

Erter the key using hesadecimal characters (0.9, &.F).

Key length: |128 bits [effectively 112 bits) ]

D T e P P T e e R TR T

Decrypt Cancel

Press F1 to obtain help,

L1 G163 Pi163 NUM

EocEO=CB

4:35 AM

= l;? fb 4/26/2022 o



30.The Triple DES (ECB) encryption of Unnamed1 notepad appears, as shown in the

screenshot.
CrypTool 1.4.42 - [Triple DES (ECB] encryption of <Unnamedi>, key <1212121212121212121212121212 1212>] — (] x
E[ﬂ File Edit Yiew Encrypt/Decrypt Digital Signatures/PKl |ndiv. Procedures Analysis  Options Window Help - & %

D|s|ef|E|S] &[5

&3 28
96 0OF B

00000000 B4 63 67 0A 76 EF 8B 75 7D 3F CA AE A8 49 77 5D 2D D3 5B 64 08 9C 36 3B 39 1E cg.w ul?. hlwl- [j. 6:9
0oo0ooic  9C DD F1 55 D4 8D F2 39 46 CE D9 Cé EE E4 94 FF 9E AE OB DB CC 1C 7D E4 94 EE A9 24 el Rt et Liwngs
0oooooss 99 42 71 B3 FS 80 60 3C 6D 29 De €1 D3 E1 F5 2D 15 EO 01 01 DC 7F DF 50 D& FB EB 26 B T e o 0 T g2 P &
00000054 SF 14 BO 09 3E 23 38 C5 F9 63 B4 54 47 D7 DA 54 49 6E 98 56 BO 6E BO 78 D1 36 BE7 14 _.o.v#8. o ZG. . TIn.V.n.x 6.,
oooopoo70 4B EO DD 51 00 01 BE A7 2B C7 FB 87 BO 6C 79 2F 01 OE ED 6B 47 96 2D 22 1C A4 03 EB Koo Quonadenas L e KRG ="y
0000008C 02 4B SB AE Bl 14 45 C7 Fe BE ED Be 3C 52 94 84 62 FF 1B FO 49 83 9E 08 61 72 52 44 JE[...E... .<R..b.. I.. arRD
00000048

Press F1 to obtain help. SRk by OVR MUM

m P EOoO-CE ™ T yoners ©



31.To save the file, click File in the menu bar and select Save.

32.The Save As window appears; choose the save location (here, Desktop) and
click Save.
The file name may differ in your lab environment.

rypTool 1.4:42 - [Triple DES (ECB) encryption of <Unnamied1>, key <12 1212121212 12121212 121212121212 o

3 File Edit View Encrypt/Decrypt

Digital’Eigl"\aturEs—'PKl Indiv. Procedures  Analysis  Options
Dl (@] &[mi@ &7 2]

oooooooo 84 63 67 0OA 76 96 OF EF 8B 75 7D 3F CA AE 68 49 77 5D 2D D3 EB s4 08 9C 36 3B 39 1E

Vindow Help

0oo00o0ic  9C DD F1 55 D4 8D F2 39 46 CE D9 Cé EE E4 94 FF 9E AE OB DB CC 1C 7D E4 94 EE A9 24 sl A R A et
00000038 99 42 71 B3 T T 1 DS, P &
00000054 5F 14 B0 09 [ Saveds X U548, . cZG .TIn.¥.n x.6..
gooopoo7o 4B EO DD 51 | VO adeana Lydia s kG ="
0000008C 02 4B GB AE | [...E... «R..b.. . T.  arRD
000000ASB i M > Thi.. > Deskt.. w (@) = Search Desktop
Organize v MNew folder = (7]
MName - Date modified Type
v This PC
[] Cry-RC2-Unnamed1.hex HEX |
> @l Deskiop
» = Documents
» < Downloads
> @ Music
> PN Pictures
> & Videos
STl C - Triple-Unnamed 1. hex e
Save as type: Binary file (*.hex) o
~ Hide Folders Save Cancel
Press F1 to obtain help. SRk by OVR MUM

#m O EHO-CBE ™ o e @



33.To share the file, you may copy the encrypted file (Cry-Triple-Unnamed1.hex)
from Desktop to E:\CEH-Tools\CEHv12 Module 20 Cryptography\Cryptanalysis

Tools\CrypTool.
CrypTool
@ New » O M B B W MNsr- = view
€ - M <« CEHv12 Module 20 Cryptography » Cryptanalysis Tools » CrypTool
&l Desktop MName = Date modified

& Downloads #
— Documents #
P4 Pictures

£) Music

i3 Videos

> @ OneDrive - Persa

v [l This PC

> Gl Desktop
= Documents
4 Downloads

> &P Music

> N Pictures

> ﬁ Videos

5 e Local Disk (C2)

> = Mew Volume (E

> .h Metwork

[7] Cry-RC2-Unnamed1.hex

D Cry-Triple-Unnamed1.hex

Zitems 1 item selected 168 bytes

Type
HEX File

HEX File

Search CrypTool

TKE

Eo

#HocEOo=CEM Te e



34. Click Windows Server 2019 to switch to Windows Server 2019; copy the encrypted
hex file (Cry-Triple-Unnamed1.hex) from Z:\CEHv12 Module 20
Cryptography\Cryptanalysis Tools\CrypTool and paste on Desktop.
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< « 4 [l » ThisPC » Desktop

-
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35. Switch to the CrypTool window to decrypt the data; click File in the menu bar and
select Open...

CrypTool 1.4.42 - [RC2 decryption of «Cry-RC2-Unnamed1.hex>, key <05>] — x
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36.The Open window appears; select All files(*.*) from the drop-down list in the file

type option, navigate to the location of the file (here, Desktop), select, and
click Open.
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37.From the menu bar, click Encrypt/Decrypt and navigate to Symmetric (modern) --

> Triple DES (ECB)...

CrypTool 1.4.42 - [Cry-Triple-Unnamed1.hex] — x
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E@ﬂﬂ_‘ Symmetric (classic) >
0onoooon @4 63 Symmetnc (modem) 2 IDEA.. L 08 9C 36 3B 39 1B cg.w, . u}? hiwl- [1. 6:9
oo0oooic  9C OC Asymmetric > RCZ... 2 7D E4 94 EE A9 24 T R e e S B
oo0nooo3g 99 42 ; T DF 50 D& FE EE 26 B g S M, s, 3R St g3 45 P&
00000054  5F 14 Hybrid > RC4... T B0 73 DL 36 B7 14 _.. 4% . c ZG. . TIn.V.n.x. 6. .
gooooo7o 4B E0 vu oL vu uwl Do oA 2D i DES (ECB 5 2D 22 1C AA 03 EB o G b LT o TGS =M
000o0008c 02 4B 5B AE Bl 14 45 C7 F6 EE (ECB).., 3 9E 08 61 72 52 44 JE[L..E.....<R..b...I.. arRD
000000ASB DES (CBC)..,

Triple DES (ECB)...

Triple DES (CBC)...

AES (CBC)... Shift + Strg + R

Further Algorithms ¥

AES (self extracting)...
Encryption / decryption with Triple DES (ECB mode) B P OVR INUM

441 AM

L]
= s 4/26/2022




38.The Key Entry: Triple DES (ECB) dialog-box appears; keep the Key length set to
default (128 bits (effectively 112 bits)).

39.In the text field below Key length, enter the combinations of 12 as hexadecimal
characters and click Decrypt.
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40.The decrypted text appears, as shown in the screenshot.
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41.Using this method, files can be encrypted using CrypTool and shared with an
individual in a secure manner, so that no one can intercept the data.

42.This concludes the demonstration of performing cryptanalysis using CrypTool.

43. Close all open windows and document all the acquired information.




Task 2: Perform Cryptanalysis using AlphaPeeler

AlphaPeeler is a powerful tool for learning cryptology. It can be useful as an instructor's
teaching aid and to create assignments for classical cryptography. You can easily learn
classical techniques such as frequency analysis of alphabets, mono-alphabetic
substitution, Caesar cipher, transposition cipher, Vigenere cipher, and Playfair cipher.
AlphaPeeler Professional (powered by crypto++ library) also includes DES, Gzip/Gunzip,
MD5, SHA-1, SHA-256, RIPEMD-16, RSA key generation, RSA crypto, RSA signature &
validation, and generation of secret share files.

Here, we will use the AlphaPeeler tool to perform cryptanalysis.

1. Click onWindows 11to switch to the Windows 11 machine, Click Search icon

0O

( ) on the Desktop. Type alpha in the search field, the AlphaPeeler appears in
the results, click Open to launch it.
te
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If an Open File - Security Warning pop-up appears, click Run.

2. AlphaPeeler Professional initializes and the AlphaPeeler main window appears, as
shown in the screenshot.
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File View Classical Crypto Professional Crypto  Options  Help.
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3. Now, minimize the AlphaPeeler window and create a text file on Desktop. Name
it Test, open the file, and insert some text.

4. Click File in the menu bar and click Save.

i “Test.txt - Notepad - o X
File  Edit  View €3
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New window Ctrl+Shift+N
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5. Switch back to the AlphaPeeler window; click Professional Crypto from the menu
bar and select DES crypto from the options.

O AlphaPeeler - o X
File View Classical Crypto Professional Crypto  Options  Help.
RSA keys
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6. The DES crypto pop-up appears; click the ellipsis icon under the Plain text
file option.

(o] AlphaPeeler
File View Classical Crypto Professional Crypta  Options  Help

DES crypto
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7. The Open window appears; navigate to Desktop and select Test.txt file; then,
click Open.

Here, we are selecting the file that we will encrypt and this will act as an input file.
(0] AlphaPeeler
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8. Inthe DES crypto pop-up; click the ellipsis icon under the Cipher text file option.

9. The Open window appears; select the save location (here, E:\CEH-Tools\CEHv12
Module 20 Cryptography\Cryptanalysis Tools\AlphaPeeler) and name the file
as Confidential.txt; then, click Open.
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10.In the DES crypto pop-up; insert the password into the Pass phrase field and
click DES-EDE (CBC) button under Encrypt option to encrypt the text file.

Here, the password provided is test@123.
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11. A new file Confidential.txt appears at location E:\CEH-Tools\CEHv12 Module 20
Cryptography\Cryptanalysis Tools\AlphaPeeler, as shown in the screenshot.
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12. Double-click Confidential.txt to open, and you can observe that the file's content is

encrypted.

Here, the encrypted file is shared through shared network drive E:\CEH-Tools\ CEHv12
Module 20 Cryptography and the key to open the encrypted data was sent to you via an
email. Using this, you can decrypt the encrypted data and view the data in plain-text.
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13. Close the DES crypto pop-up and the AlphaPeeler window.
14. Click on Windows Server 2019 to switch to Windows Server 2019; Click Search icon
( 0

the results, double click to launch it.
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15.The AlphaPeeler main window appears; click File from the menu bar and
click Open...
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Print Setup...
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Exit
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16.The Open window appears; in the Look infield, navigate to the location

of Z\CEHv12 Module 20 Cryptography\Cryptanalysis Tools\AlphaPeeler and
select Confidential.txt file; then, click Open.

o AlphaPeeler

File Wiew Classical Crypto  Professional Crypto  Options  Help

SRR )

o Open

Lockin: | | | AphaPesler ~| e B ek Er
Name

| installation-files
Confidential bt

-

Date modified
4/12/2022 9:22 PM
4/12/2022 9:21 PM

< L

File name: |_C_nnﬁdemiai et

Fles of type: [ Al Files ()




17.The Confidential.txt file appears; click Professional crypto from the menu bar and

select the DES crypto option.
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18.The DES crypto pop-up appears; click the ellipsis icon next to the Plain text
file option.
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19. The Open window appears; navigate to Desktop and name the file Result.txt; then,
click Open.

Here, we are creating an output file that will be in plain-text.
20.In the DES crypto pop-up; click the ellipsis icon under the Cipher text file option.

21.The Open window appears; select the encrypted file (Confidential.txt) located
atZ:\CEHv12 Module 20 Cryptography\Cryptanalysis Tools\AlphaPeeler and

click Open.
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22.In the DES crypto pop-up, enter the password that you provided in Step#10 into
the Pass phrase field and click the DES-EDE (CBC)button next to Decryptto
decrypt the textfile.

Here, the password provided is test@123.
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23. Navigate to Desktop and double click the Result.txt file. You can observe the file
content in plain-text, as shown in the screenshot.
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24.This concludes the demonstration of performing cryptanalysis using AlphaPeeler.

25.You can also use other cryptanalysis tools such
as Cryptosense (https://cryptosense.com), RsaCtfTool (https://github.com), Msie
ve (https://sourceforge.net), and Cryptol (https://cryptol.net) to perform
cryptanalysis.

26. Close all open windows and document all the acquired information.



